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Abstract: Current works have been focused on the robustness of single network and 
interdependent networks. However, to be more correct, the dependence of many 
real systems should be described as unidirectional. To study the structural 
robustness of networks with unidirectional dependence, the dependent networks 
named UDN are proposed, the description of the propagation of failures in them is 
given, as well as the introduction of the attack strategies that the probability of a 
node being attacked depends on the degree (DP attack) or on the betweenness (BP 
attack) of this node. The simulated results show that UDN is more vulnerable to BP 
attack when is first attacked a node with high betweenness. Compared with the 
Interacting Networks (IN), the UDN is more fragile under the two attack’s 
strategies.  
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1. Introduction 

In recent years, extensive efforts are put into studies to learn and understand the 
robustness of complex networks. Previous researches have mainly focused on the 
robustness of single, isolated networks which do not interact with or depend on 
other networks [1-4]. One important finding is the robustness of scale-free networks 
that include the Internet, social networks and cells [5]. It is well observed that such 
networks are robust under random removal but fragile under intentional attack. The 
effect of attack strategies on network robustness has been studied in many 
researches [2-6].  

Recently, the robustness of two interdependent coupled networks has been 
studied [7-17]. Regards interdependent networks, most studies are restricted by the 
assumption that the number of nodes in the two networks or layers is the same and 
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one-on-one mapping, so that every node in one network or layer has a 
corresponding node in the other system or layer. The failures of nodes in the one 
network will cause failures of corresponding nodes in the other network, and vice 
versa. The propagation of failures advances recursively. However, this assumption 
may not stand valid in the reality. For example, the failure of a train on a high-speed 
rail has no effect on its power supply network, but the failure of a power station in 
power supply network do result in the failure of high-speed rail. The function of 
unidirectional dependence also exists in different layers of IP network and the 
transportation network. In general, the foundational network or layer provides 
necessary conditions for the regular operation of service network or layer. Only 
when the corresponding node in foundational network or layer remains functional, 
the node in service network or layer can keep functioning. But the failure of a node 
in service network or layer apparently does not affect its supporting node in the 
foundational network or layer owing to the unidirectional dependence. 

A type of dependent networks named UDN is proposed; their structural 
robustness is investigated with two attack strategies based on node connectivity 
named DP attack (depends on the degree) and BP attack (depends on the 
betweenness) in simulated situations. The study has filled in the blank of robustness 
research between the single network and interdependent network, and extends 
previous works with attack strategy, which can certainly help to further understand 
coupled network systems with unidirectional dependence. 

The paper is structured as follows. The network model is proposed in  
Section 2. The propagation of failures in UDN is introduced in Section 3. In  
Section 4, the attack strategies are described. The results are analyzed in Section 5 
and the conclusion is given in Section 6. 

2. The model 

To study the structural robustness, the Unidirectional Dependent Networks (UDN) 
are modeled. The UDN model is composed of two-layer networks which nodes are 
dependent unidirectionally. In the UDN model, the top layer is defined as the 
logical layer and the bottom one is called physical layer. The physical layer 
supports the logical layer in action, just like the physical layer supports the normal 
operation of the application layer in IP networks. It is assumed that each node of 
logical layer must be dependent on a node in the physical layer. For instance, if 
node 1 of logical layer stops functioning owing to the attack, node 1 of physical 
layer will not be affected. On the contrary, if node 1 of physical layer stops 
functioning then node 1 of logical layer stops functioning due to the dependence 
(Fig. 1). The number of nodes in logical layer is Nl, and Np is the number of nodes 
in physical layer. Nl is less than Np. Within each layer, the nodes are connected by 
connectivity links. Between the two layers, the nodes are connected by dependency 
links. β is used as the dependent parameter to describe the extent to which the 
logical layer depends on the physical layer, where β= Nl/Np.  

The Interacting Networks (IN) [18] is applied to make contrast with UDN. The 
IN is also composed of two or more networks which nodes are not dependent, this 
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is indicated with only connectivity links and no dependency links existing between 
the two layers. The IN is frequently mentioned in the study of protein interaction 
networks. 

 

Fig. 1. An illustration of the UDN model with the logical layer and the physical layer 

3. The propagation of failures in UDN 

In general, it is assumed that only nodes that belong to a giant connected component 
of each network remain functional. Besides, to be functional, a node in the logical 
layer must have one functional support node in the physical layer. This assumption 
leads to different cascading failures in each layer. 

In this paper, the structural failure is defined to describe the node failure owing 
to no connection to the giant component. Similarly, if the absence of support node 
causes the failure of the node, this is called functional failure. Thus the failures of 
nodes in UDN can be divided into three types (Fig. 2): Attacked failed nodes, 
structurally failed nodes and functionally failed nodes. The IN only has attacked 
failure and structural failure without the functional failure in the propagation of 
failures. 

The propagation of failures is demonstrated on Fig. 2, where the case of 
attacking a node in the logical layer is presented on Fig. 2a and one node in the 
physical layer on Fig. 2b. The state remains stable when the cascading failures end. 
At every step of propagation of failures, the network experiences further failures 
and the number of fault nodes increases. The propagation of failures of one attacked 
node is shown in logical layer (Fig. 2a). Initially, the node of logical layer L2 is 
attacked, followed by the failures of L3 and L5 due to the structural failure. The 
failed nodes and failed links are removed. After the cascade of failures, four nodes 
are functional in logical layer and the nodes in physical layer are not affected. 

Different from the propagation of failures of one attacked node in the logical 
layer, the propagation of failures of one attacked node in physical layer is 
complicated (Fig. 2b). At first, the node of physical layer P4 is attacked and failed, 
leading to the structural failures at P3 and P8. Then, L3 and L4 suffer functional 
failure because of the absence of dependent nodes, P3 and P4. Finally, L4 leads to 
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structural failure of nodes L6 and L7, so that the UDN only has three functioning 
nodes in logical layer and six functioning nodes in the physical layer. After the 
propagation of failures, all nodes in both giant components are connected and each 
node of the logical layer is supported by the corresponding node on the physical 
layer. 

 
Fig. 2. The propagation of failures in UDN 

4. Attack strategy 

Attack strategy focuses the selection process of the order in which nodes are 
attacked. In the previous researches, the random removal and the targeted 
intentional attack are the most commonly used strategies. The random removal 
generates the attacked order based on random probability. The targeted intentional 
attack uses the node connectivity to generate the descending attack sequence. 
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However, the targeted intentional attack requires the input of all learning of network 
topology after every attack which is time-consuming and complex in computing. 
Besides, it is too ideal that the node with the most connectivity is always first 
attacked. 

An easier and more realistic operation is to use the initial knowledge of 
network structure to select the nodes in the attack order and remove nodes one by 
one starting from the node with the probability of being attacked based on its 
connectivity. Degree and betweenness are used to characterize the connectivity of 
the network in this paper. When nodes are attacked by different connectivity 
parameters, two attack strategies will occur. 

4.1. Attack strategy based on node degree 

This attack strategy uses the node degree to decide the probability W(i) of node i 
being attacked and thus is defined as “DP attack” throughout the current paper. The 
W(i) is defined for a node i as follows:  
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where Di is the node degree of i, and N is the number of nodes. Attack parameters 
, +–, can adjust the probability. In the situation  > 0, nodes with a larger 
degree are more vulnerable, whereas for  < 0, nodes with a larger degree are less 
vulnerable.  = 0 represents the known random removal, and + represents the 
targeted intentional attack. This attack strategy can only use the partial knowledge 
of the network, just as the degree, which means that the number of neighbours 
without who are the neighbours can decide the probability of a node being attacked. 

4.2. Attack strategy based on the vertex betweenness 

This attack strategy is called “BP attack” use the vertex betweenness to calculate 
the probability V(i) of node i being attacked. 

The generalized betweenness Bi of node i is defined as in [19]: 
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where ljk is the number of all the shortest paths from node j to node k; ljk(i) is the 
number of all the shortest paths from node j to node k that pass node i. 

The V(i) is defined as 
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where  plays the same role as it in the W(i). However, BP attack requires the 
knowledge of the whole network structure to calculate V(i), which is more complex 
and trivial than W(i). 
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Either DP attack or BP attack is used to obtain the attack order. The node is 
removed by the order in every attack step. p is defined as the ratio of attacked nodes 
to the original network nodes in every attack step. The size S is defined as the 
fraction of nodes contained in the giant component in every attack step, describing 
the characterization of the robustness of the network. The integrity of a network is 
destroyed when the S=0 after a critical percentage pc of the networks nodes have 
been attacked. pc is the critical threshold for a given network with certain attack 
strategies, which can represent the robustness of the network under different attack 
strategies. 

The procedures of the structural robustness of UDN can be illustrated as 
follows. 

Step 1. According to the selected attack strategy, use the initial knowledge  
of UDN structure to calculate  

[W(1), W(2), W(3),…, W(N)] or [V(1), V(2), V(3),…, V(N)]. 
Step 2. Calculate the attack order sequence [i, j, k,…, m] on the basis of (i). 
Step 3. Follow the number in the sequence to attack each node in UDN. If the 

current node is failed due to a propagation of failures, then select the next node to 
attack in the sequence. Calculate p and S at every attack step. Record pc when S=0. 

5. Simulation results 

In this section, simulation results are shown for DP attack and BP attack in UDN 
compared with IN. The purpose of the simulation is to demonstrate the impact on 
robustness of a given UDN under DP attack and BP attack. Moreover, the function 
of a unidirectional dependence is also explained by comparing the robustness with 
UDN and IN. We assume a UDN with Nl =108 and Np =127 which is abstracted 
from the IP network. The IN has the same structure as the UDN where the 
dependency links in UDN is changed to the connectivity links in IN. 

To understand the difference between the probabilities of getting vulnerable in 
DP attack and BP attack, W(i) and V(i) are calculated when  = 1 since the degree 
and betweenness are initial values in this case. Fig. 3 shows the probability 
distribution of each node attacked under DP attack and BP attack. W(i) and V(i) are 
sorted in descending order. The values of W(i) and V(i) drop rapidly for i<33 while 
they are tended towards stable for i > 33.As shown in this figure, the distribution of 
V(i) is more concentrated than W(i), which indicates that the node with high 
betweenness is more vulnerable. When i > 33, the values of W(i) is always greater 
than the values of V(i), indicating that a lot of low degree nodes are more vulnerable 
in this case. 

In order to show the propagation of failures in UDN, the UDN is attacked with 
two strategies as  = 2 and likewise, the IN is also attacked in the same way. Each 
result is the average of the results after 40 times of simulation. By changing the 
ratio of attacked nodes p and counting S, it could be obtained the approximate value 
for critical percentage pc at UDN and IN under different attack strategies. Fig. 4 
shows the relative size of largest component S of the superposed network under the 
attack strategies with the removal of nodes of fraction p. As shown in this figure, S 
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obviously decreases with p and reduces to zero at a certain value of pc. When 3% 
nodes are attacked, S is remarkably less than 1%. Either in UDN or IN, the S is 
decreasing more rapidly with BP attack than with DP attack. The differences among 
the removal procedures are not significant when p > 0.3. However, as the attack 
proceeds, the critical percentage pc is detected in the order with pc

bu < pc
du < pc

bi < pc
di, 

implying that the BP attack is more harmful than DP attack in UDN and IN in the 
case of  = 2. 

 

 
Fig. 3. The probability distribution of each node attacked under different attack strategies 

 
Fig. 4. The network fragmentation under attack in UDN and IN 

To study the effect of the different probabilities of being attacked under 
different attack strategies in UDN, the simulation results are organized to explain 
the relationship between pc and  in the UDN. As shown on Fig. 5, it is remarkable 
that for every attack strategy in UDN, pc declines with increasing  overall by 
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descending slowly for negative  and decreasing rapidly for very small positive . 
pc for BP attack is higher than that for DP attack, usually between 0.8 and 0.6 with 
negative , revealing that the DP attack is more harmful while the node with low 
connectivity is firstly attacked and the attack strategy is not efficient enough to 
destroy the UDN. On the contrary to previous results, when  > 0, pc for DP attack 
is higher than that for BP attack and reduces gradually to 0.25. Accordingly, UDN 
is more vulnerable by attacking node firstly with high betweenness, where the 
attack strategy is efficient. When  = 0, all the strategies become the random attack, 
so the results are the same.  

To analyze the effect of the unidirectional dependence in UDN, the 
comparison is made between the simulation results of UDN and that of IN, shown 
in Fig. 5. As a whole, the pc in UDN is less than that in IN, which clearly confirms 
that the UDN is more vulnerable to the attack than the IN, resulting from the fact 
that the unidirectional dependence has reduced the robustness of UDN. In other 
words, compared to the IN, the reduction of the robustness of the UDN is due to the 
fact that attacking the nodes of physical layer can cause cascading failure not only 
in the physical layer but also in the logical layer. 

 
Fig. 5. The values of pc vs  with UDN and IN under different attack strategies 

In order to spot the effect of dependent parameter in UDN’s robustness,  
9 values with different dependencies are chosen, as shown on Fig. 6. With each 
value that corresponds to the physical layer of the network remaining unchanged, 
the logical network layer is reduced according to the descending order based on 
node numbers. The initial logical layer has 127 nodes with β=0.85. When β=0, the 
logical layer of the network does not exist, with only the physical layer left in the 
network. It can be seen from Fig. 6 that when  is less than 1.1, pc decreases with 
increasing . The larger the value of β is, the greater the corresponding values of pc 
will be, which indicates that the high dependence of UDN network has strong 
survivability in the DP attack strategy since larger degree nodes are less vulnerable. 
 being greater than or equal 1.1 and β being 0.25, 0.35 and 0.85, pc gradually 
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decreases. In the rest of the case, pc declines more obviously, owing to the logical 
layer network structure with different β, indicating that when the nodes with larger 
degree are more vulnerable, the UDN survivability is less relevant to the 
dependency, but more relevant to the logical layer network structure. 

 
Fig. 6. The values of pc vs β with UDN under DP attack strategy 

6. Conclusions 

In this paper, a dependent network named UDN is proposed, which structural 
robustness is investigated in two attack strategies based on node connectivity named 
DP attack and BP attack. The UDN is vulnerable to attack strategy in which the 
node with high connectivity is firstly attacked, especially in BP attack. The 
robustness of UDN is strong when its node is firstly attacked with less connectivity. 
The unidirectional dependence between the two layers reduces the robustness of 
UDN. The high dependence of UDN network has strong survivability in the DP 
attack strategy where the nodes with larger degree are less vulnerable. When the 
nodes with larger degree are more vulnerable, the UDN survivability is less relevant 
to the dependence, but more relevant to the logical layer network structure. 
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