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Abstract: Distributed Denial-of-Service (DDoS) attacks are one of the major
threats in the cybersecurity domain. Lightweight feature selection is vital for
improving DDoS attack detection efficiency and computational efficiency by
selecting the most relevant features. Recently, numerous machine learning and deep
learning models have been developed to detect various types of DDoS attacks,
however, their performance is often hindered by the presence of irrelevant features,
which can lead to increased false positives and longer processing times. To address
this problem, we propose the WPBS-MLP Intrusion Detection System (IDS). The
WPBS (Welch’s t-Test and Point Biserial Test) feature selection method is
integrated with an optimized MLP classifier to detect DDoS attacks. It was
evaluated on the CICDD0S2019, CICIDS2018, and CICIDS2017 publicly available
intrusion detection datasets. The WPBS method selected 39 significant features
from the CICDDo0S2019 dataset, and these 39 features are retained and considered
for experimentation w.r.t all datasets. The DenseMLP model achieved a range of
99.59% to 100% accuracy for binary classification and 84% to 100% accuracy for
low-rate and high-rate attack detection across the three datasets. Further, the
Wilcoxon statistical test provided validation evidence that the proposed
WPBS-MLP-based IDS model showed superior performance compared to the
existing research studies.

Keywords: DDoS, Low-rate, High-rate, Welch’s t-Test, Point Biserial test,
DenseMLP, CICDDoS2019.

1. Introduction

Recently, the evolution of internet technologies has accelerated significantly,
corresponding to the intensifying needs of modern human interactions such as
communication, commerce, education, and intelligent automation, thereby
transforming the global digital ecosystem. However, alongside these technological
advancements, there has been a notable rise in complex and targeted cyberattacks,
which have become major concerns for securing network infrastructures. Cyber
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threats have increased with the emergence of interconnected digital systems.
Among these cyberattacks, Distributed Denial-of-Service (DDoS) attacks are severe
threats to the network infrastructures. [1-3]. Various reputed organizations like
Twitter, Reddit, GitHub, Amazon, and Spotify are affected by these attacks [4-6].
The Intrusion Detection System (IDS) is a vital tool to protect the network
infrastructure against DDoS attacks by monitoring network traffic and detecting
malicious actions that take place [7-13].

Most of the research prioritizes the classification model over feature selection,
even though feature selection is a key factor in developing IDS using ML models to
enhance detection performance [14-18]. The conventional feature selection
approaches are filter-based [19], wrapper-based, and embedded-based methods,
which have their own limitations. In addition, there is limited research on validating
feature relevance before detection; it raises issues like duplicate or irrelevant
features, higher false positives, degraded performance, and increased computational
overhead. These created a research gap to propose a statistical and correlation-based
feature selection method and hinder the overfitting issue [20]. In addition to this,
there was limited research on detecting the low-rate and high-rate DDoS [21, 22].

In this paper, we addressed the major key challenge in enhancing the
effectiveness of IDS for DDoS detection. Effective preprocessing and feature
selection are essential to minimize data complexity, accelerate model training, and
enhance detection performance. We proposed a statistical and correlation-based
feature selection method, which consists of Welch’s t-test and the Point Biserial test
(WPBS). The Welch’s t-test will select the statistically significant features, and
among these, the correlation problem will be addressed using the PBS test. The
WPBS method is integrated with a customized DenseMLP classifier to accurately
extract the complex relationships between the significant features for detecting
DDoS and benign traffic. It was evaluated on the CICIDS2017, CICIDS2018, and
CICDDo0S2019 datasets. The paper analyzes deeply the capability of the model to
detect DDoS attacks and compares it with the performance of the traditional ML
classifiers and existing IDS works.

There are four contributions.

e A lightweight feature selection method, WPBS, is proposed to reduce the
feature space and minimize the overburden on the IDS system.

e The WPBS method was evaluated on modern IDS datasets CICDDo0S2019,
CICIDS2018, and CICIDS2017, and optimized the feature space from 87 features
to 39 features.

e The WPBS method integrated with the DenseMLP classifier improved the
detection of DDoS attacks and classification of low-rate and high-rate attacks.

e The WPBS-MLP model achieved 99.59% average accuracy over the
CICDDo0S2019, CICIDS2018, and CICIDS2017 datasets.

The structure of the paper is as follows: The related works section covers
existing IDS works based on ML and DL techniques; the methodology section
briefly discusses the proposed framework; and the results and discussion section
evaluate the WPBS-MLP model on CICDD0S2019 while comparing it to state-of-
the-art methods.
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2. Related work

Network traffic data usually contains high-dimensional features. Therefore, proper
data visualization techniques are needed to select a suitable IDS model [23], as they
help in identifying patterns and anomalies in the high-dimensional features that are
crucial for effective DDoS attack detection. The detection of DDoS attacks presents
an important problem for network security and has been an active area of research.
The use of Machine Learning (ML) and Deep Learning (DL) in Intrusion Detection
Systems (IDS) has received a lot of attention in recent years. This section discusses
some of the important contributions, with particular attention to applying deep
neural networks and Multi-Layer Perceptrons (MLPs) to intrusion detection.

2.1. Machine learning-based IDS

These methods have traditionally utilized models like decision trees, naive Bayes,
Support Vector Machines (SVM), and random forests. Indicatively, Tavallaee
et al. [24] tested the base classifiers using the NSL-KDD dataset, and they noted the
need to develop models that can be applied successfully to new attacks. Equally,
Moustafa and Slay [7] presented the UNSW-NB15 dataset and used standard
ML methods to show that they can identify various types of attacks. G. Kim, Lee
and S. Kim [10] designed a hybrid IDS using C4.5 and SVM ML classifiers to
tackle the training and testing time complexity. Furthermore, Moustafa,
Turnbull and Choo [25] also furthered this debate by assessing IDS models in
IoT settings and using data that comprises UNSW-NB-15, which deals with new
security issues in connected devices. Other works have focused on mining the
multifaceted spatial-temporal characteristics of network traffic to increase detection
rates. Ayad, Nehal and Hikal [26] suggested a hybrid feature selection
approach that consists of PCC and SCC correlation ranking methods. In their work,
they used an ML classifier to detect and classify network attacks. And they
achieved 99.94% accuracy on the CICIDS2019 dataset. Another author, Halledy
et al. [28], suggested 25 time-based features, which achieved 98.58% accuracy
using the XGB classifier. To improve the DDoS detection accuracy, [29] suggested
DDADA and DDAML algorithms based on the degree of attack using four
handcrafted flow features. Though it achieved a 99.4% detection rate, it may limit
their performance in complex and real-world networks with diverse traffic patterns
and evolving DDoS attack strategies, particularly because these environments can
introduce unpredictable variables that challenge the effectiveness of static detection
methods.

To address the dimensionality issue and detect attacks at an early stage, Gaur
and Kumar [30] suggested a NIDS combination of ANOVA and XGBoost
classifier. The ANOVA test identified 15 relevant features that achieved 98.84%
accuracy on the CICDDo0S2019 dataset. Hirsi et al. [31] achieved an accuracy of
97.62% with the RF model using Chi-square to select 26 features from the
CICDDo0S2019 dataset. These models have some limitations, like scalability,
robustness, and overfitting and underfitting issues due to the absence of
hyperparameter tuning of the detection model, which can affect their overall
performance and generalizability in real-world applications. And Rani et al. [32]
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suggested another RF model approach to detect DDoS attacks, using 6 features and
achieving an accuracy of 99.12%. It was limited to SYN DDoS attack detection.
Kumari and Jain [33] suggested a hybrid feature selection and detection model
consisting of RFE and PCA for feature selection and LDA and GNB for detection.
It achieved 99.98% accuracy, though it has several limitations, such as dataset
dependency, real-time implementation challenges, the need for adaptive defense
mechanisms, and difficulties in integration with existing network security
frameworks, which may hinder its practical application in diverse environments.

2.2. Deep learning-based IDS

Recently, deep learning techniques have been in the spotlight as they have been
empowered by their ability to automatically derive complex feature representations
out of raw data. Shone et al. [12] designed a Non-symmetric Deep Auto-Encoder
(NDAE) network-based framework that uses deep auto-encoders to extract the
unsupervised features. Similarly, Ashikul and Dagli [34] used Long Short-
Term Memory (LSTM) networks to extract temporal correlations in network traffic
to achieve higher detection of subtle and stealthy attacks. In intrusion detection
applications, a dense multi-layer perceptron, a form of fully connected feedforward
neural network, has been popular, especially where structured tabular data is a
factor. Dhanabal and Shanthararajah [35] showed that MLPs have better
precision and recall than the traditional shallow classifiers on KDD data. These
contributions to the IDS implementation are valuable. The expansion of the cyber-
attack landscape necessitates updating these models with the current IDS datasets.
Lopez-Martin et al. [36] used the CICIDS2017 dataset in MLPs and achieved
excellent results, i.e., the model is capable of dealing with the class imbalance and
demonstrates its resilience. Additional training benefits, such as dropout, batch
normalization, and ReLU activation functions, have also helped in the better
generalization and training stability of the MLP-based IDS models. Even though
Convolutional Neural Networks (CNNs) and recurrent neural networks (RNNs) are
more popular than MLPs in the field of IDS, they have disadvantages in
computational performance and their use with fixed-length tabular data, typical of
network traffic analysis. Lansky et al. [37] state that MLPs represent a
compromise of model complexity and detection performance, especially when used
with efficient feature selection and preprocessing. Several studies have used the
CICDDo0S2019 dataset to develop useful intrusion detection systems. Javaid et
al. [38] suggested a deep learning-based IDS that uses neural networks to detect
DDoS attacks and showed better detection accuracy when compared to traditional
machine learning IDS. Ebtihal and Abbass [39] used a set of machine learning
classifiers on this dataset, demonstrating the strengths and weaknesses of each of
the approaches in classifying various attack vectors.

Haider et al. [40] used the RF regressor and Deep CNN model to extract
rich features for detection tasks, aiming to improve DDoS detection accuracy. More
advanced hybrid and deep learning architectures have been investigated, in addition
to the traditional ML models. Elubeyd and Yiltas-Kaplan [41] proposed a
hybrid deep learning model for DDoS detection, achieving significant performance
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gains through a multi-stage approach. Elsayed et al. [42] introduced a DDoSNet
to identify DDoS attacks on the CICDD0S2019 dataset, which deals with the aspect
of feature redundancy and model complexity. Sharafaldin et al. [43] generated
the realistic intrusion detection dataset CICDD0S2019 with various DDoS attacks
in the context of the development of an IDS system. Bakro et al. [44] designed a
GOA bioinspired feature selection method for selecting important features, and they
achieved 98.54% accuracy on the CICDD0S2019 and CICIDS2017 datasets using a
random forest model. Aktar and Nur [45] suggested a DCEA model to detect the
DDoS attacks; it achieved 97.58% accuracy on the CICDD0S2019 dataset and
92.45% accuracy on the CICIDS2017 dataset.

U. Chanu, K. Singh and Y. Chanu [46] identified nine important
features using the Ensemble Feature Selection (EFS) method (Information Gain,
Gain Ratio, Chi, OneR, and Symmetrical Uncertainty Ranking) and detected DDoS
attacks using the MLP-GA model with 98.9% accuracy using the CICIDS 2017
dataset. The [47] and [48] works achieved 98% and 99.6% accuracies using DNN
models. The DNN models were trained using the important features selected by the
EFS methods. These works detected DDoS attacks but overlooked the importance
of feature relevance during feature selection, and their methods are complex for
large or high-dimensional datasets. To handle the overfitting and improve the
detection performance, Thakkar, and Lohiya [49] suggested a combined
feature ranking method integrating with the DNN model. Although this method
achieved more than 99% accuracy on three different datasets, it is limited by its
reliance on simple statistical measures, which may overlook complex feature
interactions and exhibit dataset-dependent performance, even with reduced
execution time. Pandey and Mishra [50] developed a two-tier hybrid model to
address the entropy-based and machine learning-based detection limitations and
achieved excellent accuracies across the CICDDo0S2019 and CICIoT2023 datasets
using the EXT classifier with 20 selected features.
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Fig. 1. Integrated WPBS-MLP framework for DDoS attack detection

Hanmate and Hussain [51], using feature transformation, extracted
relevant information and developed a deep CNN-based robust IDS system, and
achieved an accuracy range from 99.79% up to 100%. However, the model’s
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generalization and transferability across diverse network environments remain
limited. Hussain et al. [53] suggested a hybrid IDS system that consists of
Q-learning feature selection and a deep ANN. It achieved 99% accuracy on
BoT-1oT, Ton-IoT, and CICIDS 2017 for detecting various attacks. Nevertheless,
these could not address the generalization and scalability of an IDS system.
Although these advantages exist, several issues persist in the use of MLP-based IDS
models; these include the inability to cope with vastly unbalanced data sets, the
absence of real-time detection benchmarks, and the overfitting due to over-deep
structure models. In this study, we build upon other studies by creating an
optimized DenseMLP classifier integrating the WPBS feature selection method to
overcome these problems.

3. Methodology

In this paper, we present a DenseMLP framework for detecting DDoS attacks
named WPBS-MLP. The proposed approach for detecting DDoS attacks contains
four phases: 1. Dataset loading; 2. Dataset preprocessing; 3. Feature selection using
the WPBS method; 4. Data normalization; 5. Detection.

3.1. Dataset loading

In the first phase, the intrusion detection dataset is given as input to the algorithm.
The experiments were conducted using the publicly available CICDDo0S2019,
CICIDS2018, and CICIDS2017 datasets, which contain real-time network traffic
traces comprising both benign and DDoS activities. The dataset may contain
missing values, unsupported data format values, and socket features. These types of
information need to be processed; for this purpose, the loaded dataset is forwarded
to the data preprocessing phase.

3.2. Dataset preprocessing

This stage takes responsibility for identifying the missing and unsupported data,
like NaN or inf-containing instances, and removes them from the dataset if and only
if those instances are less than 0.05% of the total dataset population. Following this
phase, the socket features (SourcelP, DestinationIP, Source Port, Destination Port,
Protocol, etc.) were removed, which have standard values and make less
contribution to differentiating DDoS attacks and normal traffic. The pre-processed
dataset is given as an input to the feature selection stage.

3.3. Feature selection

A successful data pre-processing strategy focuses on selecting the most important
and relevant features for building a predictive model. This process reduces
computational complexity and speeds up execution, which improves the model’s
overall performance. Feature selection methods are typically divided into filter,
wrapper, and embedded approaches. The filter-based methods rank the features
quickly using statistical criteria but may fail to notice feature interactions. Wrapper
methods evaluate feature subsets with a learning algorithm for higher accuracy, but
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they are computationally expensive. Embedded methods select important features
during model training, which speeds up the process but means that the chosen
features depend heavily on the specific model’s inherent biases.

In this work, a WPBS feature selection approach is designed for selecting
significant features, which combines the Welch’s t-test [54-57] and the point
biserial test [58, 59]. The algorithm explains the step-by-step process of this
approach. The proposed WPBS feature selection finds the most important features
for intrusion detection. This reduces the number of features and improves how well
the system detects intrusions. The method evaluates each feature's importance using
a hypothesis test and by looking at how features are related to each other. The
Welch’s t-test and Point Biserial (PBS) test were used for hypothesis testing,
followed by testing the correlation among the features.

As depicted in Algorithm Step 2, the pre-processed dataset is divided into two
groups, BENIGN and DDoS, based on the class label, such as: if the class label
contains benign, those are assigned to the BENIGN group; otherwise, assigned to
the DDoS group. The DDoS group instances contain various types of DDoS attacks
like DrDNS, DrLDAP, DrNTP, etc. In the WPBS method, first, Welch’s t-test will
be performed to select the important features, then the point biserial test will be
performed on the important features to get the best-ranked features.

3.3.1. Welch’s t-Test

To perform the Welch’s t-test, we formulated two hypotheses: The Null Hypothesis
(NH) is that there is no significant difference between the two groups, and the
Alternative Hypothesis (AH) is that there is a significant difference between the two
groups. If the NH is accepted and the AH is rejected, then the feature is not
important. If AH is accepted and NH is rejected, then the feature is considered
important. The decision of rejection or acceptance is based on the Welch’s t-test
score (Ws) and p-value.

As presented in algorithm Step 3, from the BENIGN and DDoS group, at a
time one feature is selected and the mean and variance are computed using
Equations (1) and (2). Based on the mean and variance, the W, score will be
calculated using Equation (3), and the p-value will be calculated using Equation (4).
If the p-value is less than 0.05, for those features, it represents that NH is rejected
and determines that the feature is significant; otherwise, the feature is insignificant.
This procedure will continue until the last feature of the dataset and the significant
feature subset are obtained.

The above procedure is performed iteratively for all DDoS attack labels from
the DDoS group, comparing with the BENIGN group. For each DDoS attack label,
the significant feature subset is obtained. On those individual feature subsets, the
union operation is performed to discard the duplicate features. After performing the
union operation on the feature subsets, we select the Important Features (IFs) and
retain only those features in the dataset. Then, the selected important features were
given as input to the PBS test,

nox
(1) mean = “T,
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3.3.2. Point Biserial (PBS) test

The PBS test measures the correlation (7) between two groups using Equation (5),
then calculates the p-value based on the t-statistic value of them. The r-value will be
in the range of —1 and +1. A positive value indicates strong support for the feature,
while a negative value suggests support in the opposite direction. After keeping the
important features from both groups, we choose a feature from them, and then
calculate the average. This is shown in the Equation (5), the r value of that feature
will be measured using the mean values, where n; is the number of DDoS group
instances, 7, is the number of benign group instances, and N is the total number of
instances in both groups. Then, after the t-statistic value is calculated, the p-value is
calculated based on the t-statistic value. Based on the r-value and p-value, we
determine if the feature is significant or insignificant. If the feature r-value is
positive and greater than zero, and the p-value is less than 0.05 (if +r>0 and the
p-value<0.05), then that feature is considered for further steps. Likewise, determine
the feature subset by iterating over all the features. Select the features from the
subset whose r-values are more than the mean r-value. This procedure is performed
over all the attack classes, and the feature subsets are found w.r.t each DDoS attack
label. On the feature subset, a union operation is to be performed to extract the
significant features

(5) r= MeanpposGroup—MeangenignGroup nqXMn,
Meantotal N ’

Algorithm: WPBS feature selection method
Input: Dataset Dy,y Where X is instances, Y is features
Output: Significant features list F
Start
Step 1. Preprocess the dataset D
—Remove Socket Features like {Flow ID, Source IP, Destination IP,
Protocol, etc.}
—Remove instances with NaN or Infinity values.
—Remove Duplicate Features
Step 2. Split the Dataset D into Benigngroup and DD0Sgroyup groups
Step 3. Apply Welch’s t-Test on Benigngroup and DDoSgroyp groups
—Obtain the DDoSgroupmean, BeNigngroupmean using Equation (1) and
DDoSgroupvariance> B€NigNgroupvariance Using Equation (2) for a feature.
—Compute the W value
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DDoSGroupMean — BenigngroupMean

W, (feature) =

4
T

N M

2 2
\/(DDOSGroupVariance) (BemgnGroupVariance)

— Obtain the p-value
p-value = 2 x (1 — & (|W(feature)|))
—Determine whether the feature is important.
If (p-value (feature) < 0.05)
Repeat for all features and select important features
Step 4. Retain the important features from the dataset D
Step 5. Apply the Point Biserial Test
—Obtain the Meanppesgroup » M€aNgenignGroup, Meantotal, Ny, Nz and N
for a feature
—Compute the r(feature) value

_ MeanDDoSGroup - MeanBenignGroup ng Xn;
r(feature) =
Meantgtal N

— Obtain the p-value
p-value = 2 X (1 - cD(Ir(feature)I))
—Determine the feature as significant.
If (p-value (feature) < 0.05 && r(feature) > 0)
Repeat for all features and store significant features to F
Step 6. Return the significant features list '
Stop

3.4. Data normalization

The data normalization takes the input as a dataset with significant features and
transforms all the data points to a single scale. In this process, we utilized the min-
max scaling to transform the data on a scale of 0 and 1 using Equation (6). The
multi-class labels are converted into binary class labels, such as BENIGN and
DDoS.

. X—-Min(X)

(6) mi== Max(X)—Min(X)'

3.5. Detection

The goal is to detect DDoS attacks with better accuracy and reduce the false
positive rates. In this detection phase, we utilized the customized multi-layer
perceptron classifier (DenseMLP) to detect the DDoS attacks. The DenseMLP
classifier architecture consists of one input layer, one output layer, and five hidden
layers. After each hidden layer, perform the batch normalization followed by the
ReLU activation function. The hidden layers having 1024, 512, 256, 128, and 64
neurons were used as consequent hidden layers. During classifier training, a batch
size of 1024 was used, and the learning rate and beta 1 parameters were set to
0.001 and 0.999, respectively. The output layer uses the sigmoid activation
function. This layer takes a single value from the last hidden layer and applies the
sigmoid function to it. If the resulting sigmoid value is 0.5 or higher, the instance is
classified as a DDoS attack; otherwise, it’s classified as BENIGN.
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4. Results

This section presents the evaluation results of the WPBS-MLP framework for
DDoS detection over the three intrusion detection datasets: CICDDo0S2019,
CICIDS2017, and CICIDS2018. All the experiments were executed on a Lenovo
system, which consists of 192 GB RAM and a 1.96 GHz speed Intel processor with
a Windows operating system. To simulate the proposed work, we utilized the
Jupyter IDE tool and Python scripts. The experiments were conducted with the
WPBS method and without the WPBS method.

4.1. Datasets

The publicly available intrusion detection datasets CICIDS2017, CICIDS2018, and
CICDDoS2019 were utilized for evaluating the WPBS-MLP framework
performance. The population of the CICIDS2017 dataset is more than 30 lakhs with
79 features, which were captured on seven weekdays. It covered the 14 different
types of attack classes and one benign class. In this paper, we utilized the Friday
collected network traffic CSV file, which contains 225,711 instances of DDoS and
benign traffic. Due to the unavailability of a separate distribution for training and
testing, we split the sample into an 80-10-10 percentage of the dataset. Table 1
presents information about the training, validation, and testing datasets.

The CICIDS2018 dataset population is more than 16 lacs with 80 features.
This dataset covered nine types of intrusion attack classes related to network traffic.
Among all the classes, the benign class has the majority of instances, with 83% of
the dataset. The Wednesday network traffic file has been taken for experimentation,
which contains the DDoS and benign flows. The detailed information of the sample
dataset is depicted in Table 1.

Table 1. The sampled dataset information

Number of instances
SN Dataset Class label Training Validation Testing
BENIGN 78,148 9785 9753
1 CICIDS2017 DDoS 102,420 12,786 12,819
Total 180,568 22,571 22,572
BENIGN 139,946 30,022 30,032
3 CICIDS2018 DDoS HOIC 138,839 29,732 29,699
DDoS LOIC 1215 246 269
Total 280,000 60,000 60,000
BENIGN 56,425 56,425 56,306
DrWebDDoS 439 NA NA
DrUDP_Lag 31,194 5068 1873
DrNetBIOS 31,194 5068 9072
DrLDAP 31,194 5068 9072
DrMSSQL 31,194 5068 9072
3 CICDDo0S2019 DrDNS 31,194 5068 NA
DrSYN 31,194 5068 9072
DrUDP 31,194 5068 NA
DrTFTP 31,194 5068 NA
DINTP 31,194 5068 NA
DrSNMP 31,194 5068 NA
DrSSDP 31,194 5068 NA
Total 399,998 112,173 112,611
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The CICDDo0S2019 dataset contains more than seven crore instances with 87
features. Moreover, it covered thirteen variants of modern DDoS attacks (like
DrPortMap, DrNetBIOS, DrUDP, DrUDP-Lag, DrSYN, DrNTP, DrDNS,
DrLDAP, DrMSSQL, DrSNMP, DrSSDP, DrWebDDoS, and DrTFTP). The
authors of [60] explored that it is a reliable IDS dataset for developing ML or DL
models to detect modern-day DDoS attacks, so we considered it a benchmark
dataset. For the experimentation, we sampled the training, validation, and testing
datasets from the 70 milion instances, such as: collected 400,000 instances for
training, 100,000 for validation, and testing. Among the three datasets, the training
and validation sets contain 12 DDoS attack class labels, and the testing set contains
seven attack labels. The detailed information about the sample datasets of
CICDDo0S2019 is depicted in Table 1.

4.2. Evaluation metrics

The evaluation metrics will explore the model performance in terms of Accuracy
(Acc), Precision (Pre), F-score (Fsc), Sensitivity (Sn), Specificity (Sp), and
Balanced Accuracy (BA).

Confusion Matrix = = | TP FN
S

:ﬂ) FP | TN

Predicted

First, we generated a confusion matrix for the predicted and actual class labels
information, then we calculated all these metrics using the following equations:

(6) accuracy (Acc) = %,
(7) precision (Pre) = TPrFp

®) sensitivity (Sn) = %,

) specificity (Sp) = %,
(10) Fl-score(Fsc) = 2 X :Zi :2,
(11) Balanced Accuracy (BA) = Snt3p

2

4.3. Evaluation on CICDDo0S2019 dataset

The proposed framework integrates the parts: the WPBS feature selection method
and the ML model. The WPBS method was evaluated on the most recent and
reliable ID dataset, CICDD0S2019. As shown in Fig. 1, the training dataset was
loaded into the framework and pre-processed, while missing value instances,
redundant features, and socket features were removed. After preprocessing, the
number of features was reduced from 87 to 78. The 78 features were subjected to
Welch’s t-test. The Welch’s t-test eliminated 8 features and yielded 66 significant
features with a 95% confidence level. These features were retained from the dataset
and given to the point biserial test. The PBS test obtained 39 significant features are
Idle Min, Bwd Packet Length Std, Bwd Packets/s, Flow Packets/s, Fwd Packet
Length Min, Flow Duration, URG Flag Count, CWE Flag Count, Packet Length
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Mean, Bwd IAT Mean, Bwd IAT Max, Min Packet Length, Fwd IAT Total, Fwd
Packet Length Std, Flow IAT Mean, Average, Packet Size, Fwd Packet Length
Mean, Init Win_bytes forward, Fwd IAT Max, Idle Max, Inbound, Idle Std, Total
Fwd Packets, Total Length of Fwd Packets, Fwd Packet Length Max,
Init Win_bytes backward, Fwd IAT Std, Fwd Header Length, ACK Flag Count,
act data pkt fwd, min_seg size forward, Flow IAT Max, Max Packet Length,
Bwd IAT Std, Fwd IAT Mean, Idle Mean, Fwd Packets/s, Flow Bytes/s, and Flow
IAT Std. These features were retained from the training, validation, and testing
datasets. Next, we normalized the datasets using min-max normalization to ensure
uniform data scaling was maintained. After that, we encoded the class labels. All
attack classes were labeled as DDoS, and the benign class was labeled as BENIGN.

Binary class classification. An optimized DenseMLP classifier, as discussed
above in Section 3, was trained using the training dataset. While training, a
validation dataset is given for evaluating at each epoch and improving model
performance. At the seventeenth epoch, the model performance converged. To
evaluate the performance of the model on the testing dataset. For the test dataset,
the model has given the prediction results. From the prediction results, the
confusion matrix was generated and depicted in Fig. 2. Furthermore, the evaluation
metrics were calculated and recorded as Acc = 99.66%, Sn = 99.87%, Sp = 99.45%,
Pre = 99.45%, Fsc = 99.66%, and BA = 99.66% from the confusion matrix.
Whereas the baseline 78 features showed the performance metrics results as
Acc = 97.32%, Sn = 99.33%, Sp = 94.71%, Pre = 94.97%, Fsc = 97.39%, and
BA = 97.32%. It is determined that the proposed WPBS-selected features showed
superior performance over the baseline 78 features.

DDoS

(b)
Fig 2. Confusion matrices: CICIDS2017 (a); CICIDS2018 (b); CICDD0S2019 datasets (c)

The DenseMLP model ROC curves represent the balanced performance of
DDoS and BENIGN predictions, which was depicted (see Fig. 3a). The
effectiveness of the proposed WPBS method is also evaluated using eleven other
machine learning models. Except for the QDA model, the remaining models also
showed accuracy in the range of 92% to 99%. As depicted in Table 2, the Dense
MLP model’s performance compared with existing ML models, such as Decision
Tree (DT), Adaboost (ADB), KNN, Naive Bayes (NB), Linear Discriminant
Analysis (LDA), Ridge, Quadratic Discriminant Analysis (QDA), Random Forest
(RF), and XGBoost (XGB), showed better performance.
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Table 2. Results on CICDDo0S2019 dataset

SN|Classifier With the WPBS approach Without the WPBS approach

Sn Sf | Pre | Acc | Fsc | BA | Sn | Sf | Pre | Acc| Fsc | BA
ADB 99.93 188.01{89.29193.97|94.31(93.97199.90{91.31{92.00|95.61{95.79(95.61
DT 85.65 |86.69(86.55(86.17|86.10({86.17(83.71|94.23|93.55(88.97|88.36(88.97
EXT 99.99 196.30{96.43198.14/98.18[98.14199.99(94.99|95.23|97.49(97.55(97.49
KNN | 99.99 196.40{96.52{98.19|98.23]98.19(99.92|96.71{96.82(98.32|98.35|98.32
LDA 98.73 194.21{94.46]96.47|96.55[96.47199.86|86.65|88.20|93.25({93.67|93.25
LR 99.86 [97.32|97.39(98.59(98.61|98.59(99.79(95.36|95.56(97.58(97.63|97.58
NB 90.13 [99.31199.24(94.72(94.47|94.72(92.01{97.18|97.02|94.59(94.45|94.59
QDA  |100.00{ 0.11 |50.03[50.06]|66.69|50.06| 100 | 0.11 {50.03]{50.05|66.69(50.06
RF 99.91 [97.17|97.24(98.54(98.56|98.54(99.79(97.66|97.71(98.73[98.74|98.73
10| Ridge [98.82 [87.17]88.51/92.99({93.38{92.99(99.82(89.33|90.34(94.58|94.85|94.58
11 XGB 99.99 [97.11197.19(98.55[98.57|98.55{99.99(96.63|96.74(98.31{98.33|98.31
12 |DenseMLP| 99.66 [99.87(99.45/99.45{99.66/99.66|99.93|94.71(94.97|97.32(97.39(97.32

O |0 (AN |n|h (L] |—

4.4. Evaluation on CICIDS2017 and CICIDS2018

The significant features identified in the CICDDo0S2019 dataset using the WPBS
method were projected on the CICIDS2017 and CICIDS2018 datasets. Among
these 39 features, the inbound feature is not available in both datasets. Due to this,
experiments were conducted on both datasets using 38 features. These features were
retained from the datasets. Thereafter, the MLP classifier was trained using the
training dataset, while the validation dataset was used to validate the model. The
trained MLP model was tested using the testing datasets. Likewise, other ML
classifiers are trained and tested with these datasets. The evaluation metrics for all
models over the CICIDS2017 and CICIDS2018 datasets are calculated from the
confusion matrices, which are depicted in Fig. 2a and Fig. 2b. These metric results
of the ML classifier over the CICIDS2017 and CICIDS2018 datasets are depicted in
Tables 3 and 4. As represented in Fig. 3a and Fig. 3b, ROC curves were generated
to determine the AUC score and balanced performance of the model. The AUC
score was calculated on both datasets as 1.0; it indicates that the model showed
better balanced accuracy.

Table 3. Binary classification results obtained on the CICIDS2017 dataset

SN| Classifier With the WPBS approach Without the WPBS approach

Sn Sf | Pre | Acc| Fsc [ BA | Sn | Sf | Pre | Acc | Fsc | BA
1 ADB  199.90] 93.77 |95.47[97.25|97.63]96.83| 100 |99.94{99.95[99.97|99.9999.99
2 DT 99.95| 99.00 199.24|99.53199.59|99.47|99.97|99.85|99.88/99.92|199.92|199.91
3 EXT  [99.97] 99.87 {99.90{99.92|99.93{99.92(99.93|99.98]99.98]99.95|99.95{99.95
4 KNN  [99.98] 99.69 [99.77[99.86(99.88/99.84/99.97(99.97(99.98[99.97(99.98(99.98
5 LDA  [99.89]93.48 [95.27|97.12|97.52|96.68|91.89(50.00{70.88|73.87|80.02|{70.94
6 LR 99.87] 96.42 [97.35/98.38]98.59(98.14/99.87]|97.60{98.21{98.89|99.09|98.81
7 NB 0.00 {100.00{ 0.00 {43.21] 0.00 {50.00{ 0.00 | 100 | 0.00 [43.02| 0.00 {50.00
8 QDA | 0.00|100.00{ 0.00 [43.21] 0.00 {50.00] 0.00 | 100 | 0.00 [43.02]| 0.00 |50.00
9 RF 99.50| 99.83 199.87|99.64|99.68|99.66|67.44|99.99|99.99|81.44|80.55|83.71
10| Ridge ]99.89]92.99 [94.93/96.91]97.35[96.44|82.90|95.79[96.31|88.44(89.10{89.34
11| XGB [83.13]99.89 [99.90/90.37{90.74(91.51|98.73|99.97({99.98/99.26|99.85[99.35
12 |DenseMLP|99.89| 99.28 99.46|99.63199.68|99.59|99.93199.98|99.98/99.95]99.98|99.98

The DenseMLP model achieved Acc = 99.63%, Sn = 99.89%, Sp = 99.28%,
Pre = 99.46%, Fsc = 99.68%, and BA = 99.59% using proposed features on the
CICIDS2017 dataset. Whereas, the baseline 78 features achieved the following
metric results: Acc = 99.95%, Sn = 99.93%, Sp = 99.98%, Pre = 99.98%,
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Fsc =99.98%, and BA = 99.98%. Here, the WPBS-selected features showed 0.32%
lower in terms of accuracy.

Table 4. Binary classification results obtained on the CICIDS2018 dataset

SN|Classifier With the WPBS approach Without the WPBS approach

Sn | Sf | Pre [ Acc| Fsc | BA | Sn Sf Pre | Acc | Fsc | BA
1 ADB 100 | 100 | 100 | 100 | 100 | 100 | 100 | 99.99 199.99 | 100 | 100 | 100
2 DT 49.72] 100 199.99(74.89(66.42|74.86] 100 | 100 | 100 | 100 | 100 | 100
3 EXT |77.86] 100 | 100 [88.94|87.55(88.93| 100 | 100 | 100 | 100 | 100 | 100
4 KNN 100 | 100 | 100 | 100 | 100 | 100 | 100 | 100 | 100 | 100 | 100 | 100
5 LDA 100 [99.97]99.97199.99(99.99(99.99|49.59] 99.98 | 99.95 |74.81(66.29(74.78
6 LR 99.48199.97(99.97199.73(99.72(99.72| 100 | 99.98 | 99.98 [99.99199.99(99.99
7 NB 97.93169.37|76.13|83.64(85.67|83.65|99.98| 99.97 | 99.97 [99.98]99.98]99.98
8 QDA | 0.00| 100 | 0.00 |50.05] 0.00 [50.00| 0.00 | 100 | 0.00 |50.05]|0.00 [50.00
9 RF 92.92| 100 | 100 |96.46]96.33|96.46| 100 | 100 | 100 | 100 | 100 | 100
10| Ridge 100 [99.99199.99(99.99{99.99199.99(49.59( 99.99 | 99.99 |74.82(66.30|74.79
11 XGB  |47.92] 100 | 100 |73.99(64.80[73.96/90.31{100.00{100.00/95.16|94.91{95.15
12 |[DenseMLP| 100 | 100 | 100 | 100 | 100 | 100 | 100 | 100 | 100 | 100 | 100 | 100

ROC Curve for MLP ROC Curve for MLP ROC Curve for MLP

True Positive Rate

(a) (b) ©
Fig. 3. ROC curves of (a) CICIDS2017, (b) CICIDS2018 and (c) CICDD0S2019 datasets

On the CICIDS2018 dataset, the DenseMLP model achieved Acc = 100%,
Sn = 100%, Sp = 100%, Pre = 100%, Fsc = 100%, and BA = 100% using WPBS-
selected features. Whereas, the baseline 78 features achieved the following metrics
results: Acc = 100%, Sn = 100%, Sp = 100%, Pre = 100%, Fsc = 100%, and
BA = 100%. The proposed WPBS-selected features have given equal performance
to the baseline features by reducing the feature space from 78 to 39.

Table 5. Wilcoxon signed rank test results

VS R" | R™ Exact p-value Asymptotic p-value

ADB 145.5|25.5]0.0071330000000000005 0.008419
Decision tree  |151.0] 2.0 4.578x107 0.000385
EXT 127.5|43.5 0.07011 0.062741
KNN 90.5 [80.5 >0.2 0.810697
LDA 169.5| 1.5 1.9069x1073 0.000155
Logistic regression|167.0{ 4.0 5.34x107 0.000306
Naive bayes  [168.0] 3.0 3.814x107 0.000301
QDA 150.0] 3.0 7.63x1073 0.000333
Random forest |124.5|28.5 0.02169 0.020912
Ridge 169.5| 1.5 1.9069x1073 0.000036
XGB 157.5|13.5 7.553x10* 0.001592
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All the classifiers showed more than 90% balanced accuracies on the
CICIDS2017, except QDA and NB. These two classifiers showed a higher
performance in terms of specificity, whereas the rest of the metrics showed very
low performance. Among all the models, DT, EXT, KNN, RF, and MLP showed
excellent performance compared to other models on the CICIDS2017 dataset.
Except for the DT, QDA, EXT, and XGB models, the rest of the models showed
better performance on CICIDS2018. Among those, the ADB, KNN, and MLP
models achieved 100% detection performance.

From the above discussions on the models’ performances over the three
datasets, we observed that some of the models showed better performance on some
of the datasets. For instance, the DenseMLP model has given better performance on
the CICIDS2018 and CICDDo0S2019 datasets compared to the rest of the models,
whereas it was shown to be lower than other models on the CICIDS2017 dataset.

We conducted the Wilcoxon signed-rank validation test to understand the
generalizable performance of the model over the three IDS datasets. This non-
parametric test decides which model showed consistent performance across the
three datasets. The Wilcoxon test results are depicted in Table 5. It indicates that the
MLP model has higher R+ values than the rest of the models, such that the MLP
model performed well across the three datasets, irrespective of the data sizes.

Ternary class classification. The existing research work was limited to
detecting the DDoS attacks, but the low-rate attacks show more impact on network
infrastructure by slowly entering the network, which can lead to significant
degradation of service over time and make them harder to identify compared to
high-rate attacks. To address this issue, the dataset class labels are converted into
low-rate, high-rate, and benign classes (ternary classes) using Andrew curves [61].
The optimized DenseMLP model was trained using the ternary class dataset with 39
significant features. On the trained model, we applied a test dataset to evaluate the
model’s performance. Fig. 4 and Fig. 5 depict the confusion matrices and ROC
curves of the predictions over the three test datasets. The accuracy, precision, and
f-score values of the proposed model are 84.09%, 91.30%, and 85.81%,
respectively, obtained on the CICDDo0S2019 dataset. On the other two datasets
(CICIDS2018 and CICIDS2017), the proposed model achieved accuracy, precision,
and F-score values ranging from 98% to 100%. These results show that the
proposed model achieved good performance over the three IDS cross-datasets.
These ternary results are depicted in Table 6.

wwwwwwwwwww

BENIGN

(a) O ©

Fig. 4. Ternary class confusion matrices of: CICIDS2017 (a); CICIDS2018 (b);
CICDDo0S2019 datasets (c)
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(a) (b) (©)
Fig. 5. Ternary class ROC curves of: CICIDS2017 (a); CICIDS2018 (b), CICDD0S2019 datasets (c)

Table 6. Ternary class classification results
SN Dataset Acc Pre Fsc
1 CICIDS2017 98.02 | 98.04 | 98.00
2 CICIDS2018 100 100 100
3 CICDDo0S2019 | 84.09 | 91.30 | 85.81

State-of-the-art comparison with existing studies. As we discussed above,
the DenseMLP model showed better performance integrating with the WPBS
feature selection method. The WPBS-MLP framework performance was compared
with the existing DDoS detection studies. For the comparison, the feature subsets
reported in the respective studies were first mapped to our sampled CICDD0S2019
and CICIDS2017 datasets, retaining only the corresponding features available in
our dataset. These retained feature subsets were then used as inputs to the same
DenseMLP architecture. The performance results of existing studies using feature
subsets on the CICIDS2017 dataset were depicted in Table 7, and the results of
existing studies on the CICDD0S2019 dataset were depicted in Table 8.

Table 7 presents the proposed model performance comparison with existing
IDS works using different feature subsets on the CICIDS2017 dataset. The existing
works [20, 40, 26] showed less than 98% accuracy on CICIDS2017 for DDoS
detection, whereas the proposed work showed higher accuracy at 99.63%.
Compared to the existing works, it shows superior performance for detecting low-
rate and high-rate attacks with 98.02%, 98.04%, and 98% in terms of accuracy,
precision, and F-score.

Furthermore, the proposed WPBS method selected 39 features, and its
performance was compared with the existing works’ suggested feature subsets on
the CICDDo0S2019 dataset. As presented in Table 8, the WPBS-MLP model on
the CICDDo0S2019 dataset showed 99.66%, 99.87%, 99.45%, 99.66%, and
99.66% results in terms of sensitivity, specificity, precision, F-score, and balanced
accuracy for detecting DDoS attacks. We observed that the existing work [47] used
80 features, and its accuracy is 0.10% higher than our model’s, whereas our model
got higher performance on the rest of the metrics with a lower feature space. Our
model achieved higher balanced accuracy, which was not mentioned in the existing
works. The BA shows that both DDoS and BENIGN instances are how accurately
they are detected. Nevertheless, our proposed model has superior performance to
the [28, 30-32, 47, 48, 52] existing works in terms of Acc, Pre, Rec, F-score, and
BA. Our model showed superior performance to the existing works for detecting
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low-rate and high-rate DDoS attacks in terms of accuracy (84.09%), precision
(91.30%), and F-score (85.81%), whereas it was 0.15% lower compared to the work
[47].

Table 7. Performance comparison with existing studies on the CICIDS2017 dataset

SN |Reference Feature selection No of Binary classification claZ:irtzll:zli’{ion
method features ™5 T SF | Pre [ Acc | Fsc | BA | Acc | Pre | Fsc
[46] Ensemble 9 98.01[98.05/99.19]98.02[98.60|98.03| 95.93 | 96.00 | 95.93
[40] RF 4 97.05192.17(96.82|95.64{96.94(94.61| 95.25 | 95.22 | 95.25

10 (RF) [97.70|91.5796.60{95.93|97.15|94.64| 97.06 | 97.06 | 97.06

20] Filter and wrapper 10 (IG) _ |91.02]92.80]96.87[91.53/93.85]91.91] 93.72 | 93.73 | 93.72

1
2
|3 |
4
5

Proposed WPBS 39 99.89199.28(99.46|99.63199.68(99.59| 98.02 | 98.04 | 98.00

Table 8. Performance comparison with existing studies on the CICDD0S2019 dataset

. . . . Terna
SN|Reference Feature ts}::li:ictlon cht) of Binary classification classiﬁcgion
metho CaMIes  17Sn [ Sf | Pre | Acc | Fsc | BA | Acc | Pre | Fsc

1 [52] t-Test 59 99.52{98.09(98.11[98.80{98.81]|98.80| 82.56 | 89.11 | 84.19
2 [27] SFFS 10 65.59|58.68(61.35162.13|63.40(62.13]| 71.22 | 81.69 | 74.51
3 [28] Time based 25 98.51[82.89(85.20{90.70{91.38]90.70{ 66.06 | 90.50 | 70.68
4 [47] SAE 80 99.67/99.49(99.49199.58|99.58(99.58| 84.24 | 91.48 | 86.13
5 [48] EFS 10 99.02{99.34{99.34(99.18]99.18]99.18| 58.08 | 89.05 | 66.24
6 [30] ANOVA 15 59.37|95.20(92.52|77.29|72.33(77.29| 62.99 | 74.11 | 62.47
7 [32] RF 7 99.41|56.32(69.48|79.48|81.79(77.87| 83.33 | 87.42 | 83.34
8 |Proposed WPBS 39 99.66[99.87]99.45(99.45(99.66/99.66| 84.09 | 91.30 | 85.81

5. Conclusion

In this study, we presented an integrated framework that combines statistical
hypothesis test-based WPBS feature selection with a DenseMLP model to detect
DDoS attacks effectively. It addressed the computational overhead issue of IDS
systems by selecting the significant features. The proposed method selects an
optimal subset that minimizes the dimensionality and enhances the detection
accuracy. It was evaluated on the three IDS datasets and reduced more than 50% of
the feature space from the datasets. The DenseMLP model showed better
performance in terms of accuracy when integrating with the WPBS method
compared to other machine learning models, and it was statistically validated by the
Wilcoxon signed-rank test. Moreover, the DenseMLP model also showed superior
performance to the existing IDS works across the CICIDS2017 and CICDD0S2019
datasets. From these, we are concluding that the WPBS method selected features
that can make a generalizable ML model. In addition to this, our model achieved a
range of 84% to 100% accuracy for detecting the low-rate and high-rate attacks,
whereas it showed a lower accuracy on the CICDDo0S2019 dataset. The future work
will focus on improving the detection rate of low-rate and high-rate DDoS attacks.
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