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Abstract: Recently, Large Language Models (LLMs) have been able to generate 

text that closely resembles human writing, raising concerns about academic misuse 

and misinformation. Existing detection approaches often depend on a single type of 

feature, require direct access to the underlying models, and are sensitive to 

variations in text length and paraphrasing. To address these issues, this paper 

proposes a Multi-Feature Accurate Detection (MFAD) approach that integrates 

handcrafted statistical and syntactic features with deep semantic features based on 

Global Vectors for Word Representation (GloVe) embeddings, Convolutional 

Neural Networks (CNNs), and Bidirectional Long Short-Term Memory (BiLSTM). 

The results of the experiments on Human ChatGPT Comparison Corpus (HC3) 

demonstrate that MFAD achieves 98% accuracy, 96.5% precision, 97.5% recall, 

97% F1-score, with a minimum False Positive Rate (FPR) of 0.01 across multiple 

domains.  Additionally, MFAD demonstrates strong cross-model generalizability 

across LLMs such as GPT-4, Gemini, and Claude-4, and exhibits resilience to text 

length variations and paraphrasing. 

Keywords: Large Language Models (LLMs), AI-generated text, Word embedding, 

Feature extraction, Feature-based detection. 

1. Introduction 

Advances in Natural Language Processing (NLP) have notably increased the quality 

and diversity of text produced by Large Language Models (LLMs). Advanced 

models like GPT-4 [1], Claude-4 [2], and Gemini [3] produce text that closely 

resembles human writing in a variety of applications, such as coding, writing 

emails, writing scientific articles, writing essays, asking and answering questions, 

etc. However, the ability of LLMs to produce human-like text fairly quickly and in 

potentially harmful ways has generated concern regarding their use in relation to 

disinformation contexts [5], academic dishonesty [5, 6, 9], fake news [4, 10], and 

fake product reviews [4-8].  
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The four primary approaches for identifying LLM-generated text are feature-

based, watermarking, neural-based, and human-assisted [11]. Watermarking-based 

approaches embed hidden signals within the generated text, but require access to the 

entire model, which is impractical for advanced models. Feature-based use aspects, 

such as syntax, grammar, and various linguistic features for differentiating between 

human-written and LLM-generated text, yet these approaches struggle with 

advanced LLMs [12]. The watermarking approach also struggles with small 

modifications like inserting spaces or using a word’s synonym, which can affect the 

accuracy of watermark-detection [11, 12]. Neural-based approaches employ 

pretrained transformers, such as BERT [13] and RoBERTa [14], to identify  

LLM-generated text. While neural-based approaches produce reliable results, they 

require high computing resources and large training datasets [8, 9]. Finally, there 

are human-assisted approaches that rely on human cognition and analytical 

capabilities for the detection of LLM-generated text. The human ability to 

distinguish generated text across domains becomes even more difficult as modern 

LLMs generate text that is increasingly indistinguishable from human writing [11].  

This paper addresses the challenges of existing detection approaches by 

proposing an MFAD approach. This approach consists of six stages: preprocessing, 

handcrafted features extraction, text representation, semantic feature extraction, 

feature fusion, and classification. Preprocessing is the initial stage, and this is done 

by cleaning and normalizing input text. Syntactic and statistical handcrafted 

features are extracted to capture structural properties for the next stage (text 

representation). Following the handcrafted syntactic and statistical feature 

extraction, the GloVe [15] model is used for text representation as it creates fixed-

length dense vectors representing tokens generated from word co-occurrence 

statistics, while encoding syntactic and semantic relationships. Learning semantic 

features is a subsequent stage of using a CNN [16] to capture local structure at the 

phrase-level, followed by a BiLSTM to learn dependencies in context and in both 

forward and backward directions unconditionally. The output, handcrafted, and 

semantic features are combined to complete the workflow to obtain a classification. 

Unlike traditional feature-based approaches that are often obsolete with evolving 

LLMs, the MFAD approach’s use of a mixture of handcrafted and deep semantic 

features allows MFAD to remain robust and reliable for detecting LLM-generated 

text, even when applied to more advanced LLMs, given that it identifies many 

explicit stylistic signposts and relies on more implicit contextual encoding 

mechanisms to capture inherent meaning.  

This paper is structured as follows. Related work in Section 2 discusses recent 

studies on LLM-generated text detection. Section 3 details the design of the 

proposed approach. Section 4 presents the dataset description, performance 

measures, and experiment results in different evaluation settings. The discussion of 

the results is provided in Section 5. Finally, Section 6 concludes the research and 

highlights future directions. 
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2. Related work 

In this section, a more thorough and perceptive analysis of the recent research 

focused on detecting LLM-generated text is presented. DetectGPT is presented in 

[17], which uses log probabilities from the target model and random context 

perturbations from a pre-trained language model (T5 [18], paraphraser). The log 

probability of the original text from the target model is compared to the log 

probability of the text with random perturbations: if the original text has a higher 

probability, it is more likely to be LLM-generated; if the log probability is lower, it 

is more likely human-written. The main downside of this approach is the high 

computational cost from repeated randomness and re-evaluation [11].  

Fast-DetectGPT [19] is an efficient version of DetectGPT that reduces the 

computational cost of repeated perturbations. Instead of generating many perturbed 

versions, Fast-DetectGPT uses a single forward pass through a masked language 

model (MLM) to approximate the effect of perturbations, speeding up detection 

while maintaining high accuracy for detecting LLM-generated text. However, the 

issue remains that Fast-DetectGPT’s response may not be as accurate as the original 

DetectGPT due to the continued reliance on approximation methods. 

ConDa [20] is a contrastive domain adaptation framework designed to identify 

LLM-generated text. It is built upon a pre-trained RoBERTa model and trained on 

labeled datasets, with a primary focus on detection within the news domain. ConDa 

performs well in black-box settings and remains robust across different LLMs by 

exploiting subtle generation artifacts, such as consistent stylistic patterns and 

statistical irregularities introduced during text generation. However, ConDa relies 

on multiple models, which increases computational complexity and deployment 

cost [21].  

A Regularized Deep Neural Network (RDNN) is introduced in [22]. RDNN 

combines a CNN, a BiLSTM encoder, and a distributed highway network. The 

CNN first extracts lexical stylometric features, which are then processed by the 

BiLSTM and converted into a syntactic feature-vector representation. The feature 

vectors are then put through the distributed highway network, which applies 

regularization to reduce generalization errors. The regularized features are then fed 

into a bidirectional decoder to extract the author’s writing style. Finally, a fully 

connected layer with a SoftMax function performs the classification  

(LLM-generated text or human-written) [21]. AuthentiGPT [23] is a detection 

approach that combines linguistic features, semantic embeddings, and watermark 

analysis to recognize text produced by large language models. AuthentiGPT uses a 

fine-tuned discriminator that has been trained on large datasets of both human-

written and AI-generated content. However, this approach has higher computational 

costs and requires large labeled datasets. 

The Watermarking framework for LLMs (WLLM) [24] is a watermark-based 

approach for detecting LLM-generated text by embedding hidden signals during the 

text generation process. WLLM modifies token sampling by using a hash function 

that divides the vocabulary into two lists, green and red, to bias the model toward 

selecting tokens from the green list.  WLLM creates an imperceptible watermark 

that can later be identified by checking whether the token distribution matches the 
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expected bias. Its main advantages are that it is lightweight and does not require 

modification of the model architecture [11]. The primary disadvantage of WLLM is 

that it is susceptible to paraphrasing, which can readily eliminate or diminish the 

effectiveness of the watermark [21]. 

The Selective Watermarking via Entropy Threshold (SWEET) approach 

proposes an enhanced approach for watermarking text produced with a Large 

Language Model (LLM) [25]. Rather than watermarking every token, as is typical 

for watermarking text, the SWEET method targets only tokens that have high 

entropy in their predicted probability distribution and are therefore uncertain. By 

utilizing a selective watermarking approach, the method increases text naturalness 

and fluency, decreases the level of detection compared to prior watermarking 

approaches, and decreases linguistic disturbance. The SWEET method is more 

robust than text watermarking methods in a traditional setting; however, the 

SWEET method is still vulnerable to excessive paraphrasing of content [11]. The 

Giant Language Model Test Room (GLTR) is a detection approach that identifies 

LLM-generated text by analyzing the statistical patterns indicative of a word’s 

probabilities [26]. The main premise of GLTR is that LLM-generated text will rely 

on using more predictable, high-probability words than human-written text. GLTR 

depicts these patterns by coloring tokens based on output rank from a reference 

language model, by coloring the most likely words differently from the less likely 

words [21]. 

3. Proposed methodology 

The proposed approach consists of six stages: preprocessing, handcrafted feature 

extraction, text representation, semantic feature extraction, feature fusion, and text 

classification. Preprocessing is performed first to clean the text by removing 

irrelevant or extraneous content.  
 

 
Fig. 1. The design of the proposed approach (MFAD) for detecting LLM-generated text 
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After preprocessing, handcrafted statistical and syntactic features are 

extracted. Then GloVe is used for text representation, converting each token into a 

fixed-length dense vector. Semantic features are extracted using a CNN to capture 

local semantic patterns. These semantic features are subsequently combined with 

the handcrafted features, as well as contextual representations obtained from 

BiLSTM. The combined feature set is passed through a fully connected layer to 

perform text classification. The design of the proposed approach is illustrated in 

Fig. 1. 

3.1. Text preprocessing 

Text preprocessing is essential for removing unnecessary elements such as URLs, 

emails, symbols, and other non-informative elements [27]. The goal of the 

preprocessing is to obtain salient information from text. The preprocessing steps 

comprise text lowercasing and removing hashtags, URLs, emails, numbers, and 

extra spaces, applying word lemmatization to reduce words to their base form, 

encoding emojis into textual descriptions, and tokenizing the text into individual 

tokens. 

3.2. Handcrafted feature extraction 

Handcrafted statistical and syntactic features are extracted to provide quantifiable 

analysis of linguistic patterns. The structural characteristics of writing are 

formalized by using explicitly defined measures of sentence structure, lexical 

composition, and syntactic patterns, as listed in Table 1.  
 

Table 1. The handcrafted features 
Type Handcrafted features 

Statistical The total word count of the text 
The total sentence count of the text 
The number of distinct words in the text 
The Type-Token Ratio (TTR) is a metric used to measure vocabulary diversity 
The total stop-word count of the text 
The total number of punctuation marks is present in the text  
The total discourse marker counts in the text  
The total number of spelling errors in the text 
The total number of grammar errors in the text 
Readability Scores (Flesch Reading Ease) [30]: reflects how easy the text is to read; higher scores 
indicate easier readability  
The total syllable count in the text 
Average-Sentence Length is the mean number of words per sentence, calculated as the total word 
count divided by the total sentence count [30] 
The average word length in characters, computed as the number of characters divided by the total 
number of words 

Syntactic Part-Of-Speech (POS) tag distribution, representing the frequencies of NN (noun, singular), NNS 
(noun, plural), VB (verb, base form), VBD (verb, past tense), JJ (adjective), RB (adverb), PRP 
(personal pronoun), IN (preposition), VBG (verb, present participle), CC (coordinating conjunction), 
and DT (determiner) [30]  
Sentence Complexity is the Depth of the syntactic tree, such as the average of the dependency tree, 
the depth, the maximum of dependency tree depth, and the number of subordinate clauses 
The top bigram/trigram frequency is defined as the highest occurrence of a two- or three-word 
sequence within the text [30] 

 

These include readability metrics calculated by the Flesch Reading Ease (FRE) 

score, Part-Of-Speech (POS) tag frequency distributions, and n-gram  

statistics. Lexical diversity (vocabulary richness) is measured by the  
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Type-Token Ratio (TTR), which is calculated as the number of unique words 

(types) divided by the total number of words (tokens) in the text. This metric 

quantifies the variability of word usage and is commonly used to assess how diverse 

or repetitive a text is stylistically. Additional statistical features that capture textual 

complexity and stylistic consistency include word and sentence counts, stop-word 

frequency, punctuation density, syllable counts, average sentence length, and self-

detected spelling and grammar errors. Moreover, POS tag frequencies and the most 

frequent bigrams/trigrams are used to represent recurring syntactic and local word 

sequence patterns. These patterns differ between human-written and LLM-authored 

text, as human-written text is generally expected to have more varied syntactic 

patterns, while LLM-authored text is expected to have more regularized POS tag 

distributions and more repetitive n-gram patterns due to probabilistic text 

generation [28, 29]. All handcrafted features and their descriptions are summarized 

in Table 1 [30]. 

3.3. Text representation 

Splitting the text into individual tokens is the last step in text preprocessing. These 

tokens are then passed to GloVe to derive global statistical relationships and local 

contextual meaning of words within a dataset. GloVe represents each word as a 

dense vector in a finite-dimensional continuous space (50, 100, 200, 300), where 

semantically similar words are located closer together [15]. These representations 

are obtained from statistics of word co-occurrence across a large corpus, which 

allows GloVe to learn about semantic relationships among the words. GloVe 

embeddings are context independent because they assign a fixed vector to each 

word, although they explicitly relate the vectors to a global co-occurrence pattern, 

which still allows vector-space proximity, resulting in an indication of semantic 

proximity to the actual word meaning; this is one of the properties that differentiates 

GloVe word embeddings from context-dependent embeddings that are produced by 

models like BERT. These numerical vectors are then used as input to the CNN to 

produce high-level semantic features. 

3.4. Semantic feature extraction 

Local and contextual semantic information is captured using a hybrid  

CNN–BiLSTM architecture. Given an input sequence of word embeddings  

X= [𝑥1, 𝑥2, 𝑥3, … , 𝑥𝑇]. A one-dimensional Convolutional Neural Network (CNN) is 

first applied to capture local semantic patterns. To accommodate texts of varying 

lengths, sequences are padded or truncated to a fixed length of 300 tokens, ensuring 

uniform input size for the CNN. We use 128 convolutional filters of kernel size 5, a 

stride of 1, and “valid” padding (no zero-padding). Each convolutional filter 

produces a feature map representing local n-gram semantic patterns. Each 

convolutional filter produces a feature map representing local n-gram semantic 

patterns: 

(1)    𝑐𝑖 = 𝑓(𝑊 ⋅ 𝑋𝑖:𝑖+𝑘−1 + 𝑏),    
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where 𝑊 and 𝑏 are the filter weights and bias, 𝑘 is the kernel size, and 𝑓 is the 

ReLU activation function. A max-pooling (pool size of 2) operation over time is 

applied to each feature map to retain the most salient activation: 

(2)    𝑐̂  (𝑗) = max(𝐜(𝑗)).   
This produces robust local semantic features while reducing dimensionality. 

The pooled convolutional outputs are then reorganized into a sequential 

representation: 

(3)   𝐶 = [𝑐1, 𝑐2, … , 𝑐𝑇−𝑘+1]
⊤.      

The sequence 𝐶 is subsequently fed into a bidirectional LSTM (BiLSTM) with 

a hidden state size of 128 for both forward and backward directions. At each time 

step 𝑡, the forward and backward hidden states are computed as: 

(4)  Forward LSTM h⃗ 𝑡 = LSTMfwd(𝐜𝑡, h⃗ 𝑡−1),   

(5)  BackwardLSTM h⃖⃗𝑡 = LSTMbwd(𝐜𝑡, h⃖⃗𝑡+1),     
and concatenated to form the context-sensitive representation: 

(6)   h𝑡 = [ h⃗ 𝑡  ;  h⃖⃗𝑡 ],    
the final BiLSTM output sequence is    

(7)   𝐻 = [ℎ1, ℎ2, … , ℎ𝑇−𝑘+1]
⊤.   

By combining convolutional feature extraction with bidirectional sequential 

modeling, the CNN-BiLSTM captures hierarchical semantic information, where 

local phrase-level semantics from the CNN are integrated with long-range 

contextual dependencies captured by the BiLSTM. 

The proposed CNN-BiLSTM representation generator is trained jointly with 

the classification objective in a unified end-to-end framework, in contrast to 

methods that pre-train a feature extractor independently. The embedding layer is 

initialized with pre-trained GloVe vectors and kept fixed to provide a stable 

semantic prior, while the convolutional and BiLSTM layers are learned directly 

from the labeled dataset through backpropagation. This enables the network to 

derive task-specific representations that are suited to the goal of human-versus-

machine discrimination. Prior to classification, the learned deep representation is 

fused with handcrafted stylometric and statistical features that are deterministically 

extracted from the text. Binary cross-entropy loss is used to optimize the entire 

architecture at once, allowing coordinated learning from stylistic and semantic cues. 

3.5. Features fusion 

The syntactic and statistical features are concatenated with the semantic feature 

vectors produced by the CNN-BiLSTM. The result is a single unified feature 

representation for a single text sample. The syntactic and statistical features 

represent the formal structure of the text and its distributional properties. While the 

semantic features describe the potential meaning of the text and its contextual 

dependencies. Taken together, the two complementary features enhance the 

robustness of the MFAD approach in classifying text as either human-written or 

LLM-produced.  
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3.6. Text classification 

The concatenated feature vector is passed to a fully connected (dense) layer to 

perform binary classification, determining whether the text is human-written or 

generated by a language model. A sigmoid activation function is utilized to map the 

outputs to values between 0 and 1 for binary classification tasks (text is produced 

by human authors or LLM-generated).  

4. Experiments and results 

4.1. Dataset  

Experiments are conducted on the HC3 dataset [28]. The HC3-English dataset 

comprises approximately 24,322 questions along with corresponding answers from 

ChatGPT and humans. The HC3 dataset comprises multiple domains, such as open-

domain discussions, health, law, finance, and psychology. The HC3-English 

comprises five datasets: medicine, reddit_eli5, finance, wiki_csai, and open_qa. 

Each dataset contains questions, responses from humans, and answers from 

ChatGPT. Human responses are taken from freely available question-answering 

datasets and wiki text (Stack Overflow, Quora), while ChatGPT (GPT-3.5) answers 

are obtained by manually inputting the questions. Table 2 presents the dataset 

statistics and sources. 
 

Table 2. HC3-English dataset statistics and sources 

Datasets Number  

of question 

Human 

answer count 

ChatGPT  

answer count 

Source 

All 24,322 58,546 26,903  

reddit_eli5 17,112 51,336 16,660 ELI5[31] 

Finance 3933 3933 4503 FiQA dataset [32] 

Medicine 1248 1248 1337 Medical dialog dataset [33] 

open_qa 1187 1187 3561 WikiQA dataset [34] 

wiki_csai 842 842 842 Descriptions of concepts in 

computer science  

4.2. Experimental setup 

The experiments were run on a Lenovo laptop with 12.0 GB of RAM, a 64-bit 

operating system, and a Core i5 processor. The experiments pipeline is 

implemented in Python using established machine-learning and NLP libraries. 

Classification performance metrics, including accuracy, precision, recall, and  

F1-score, are computed by scikit-learn [35]. Basic text preprocessing operations, 

such as tokenization, stop-word removal, and lemmatization, are performed by the 

Natural Language Toolkit (NLTK) [36]. Deep neural network models are trained 

and evaluated using TensorFlow [37]. Syntactic and statistical features reported in 

Table 1 are extracted by using multiple NLP libraries. Specifically, spaCy is 

employed for advanced syntactic analysis (syntactic complexity and dependency-

based features) [38]. TextStat is used to compute readability and text complexity 

metrics [39]. LanguageTool is utilized for grammar error detection [40]. 

PySpellChecker is used to compute the number of spelling errors in the text [41]. 
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The dataset is split at random into 80% training data and 20% test data. This split is 

applied concurrently to the tokenized text sequences, the handcrafted 

syntactic/statistical features, and the class labels. In order to track training 

performance and avoid overfitting, an extra internal validation split of 10% is then 

taken exclusively from the training set during model training. Because of this, the 

effective data usage is approximately 72% for training, 8% for validation, and 20% 

for testing. Until the final evaluation, the test set is completely hidden. The 

hyperparameters in all the experiments are defined in Table 3. 

Table 3. Hyperparameters configuration 

Parameters Value 

Activation function (for feature learning) ReLU 

Activation function (for classification) Sigmoid 

Optimizer Adam 

Loss function binary_crossentropy 

size of batch 32 

Number of epochs 5 

Dropout-rate 0.5 

Glove embedding dimensions 100 

Pooling strategy max 

Hidden units 128 

Kernel-size 5 

CNN filters 128 

Dataset splits 80 % → training, 20% → testing 

4.3. Performance measures 

The performance of the MFAD approach is evaluated by accuracy, precision, recall, 

F1 score, and False Positive Rate (FPR) in this process [11]. FPR is particularly 

reported to quantify the proportion of human-written texts misclassified as  

LLM-generated,  

(8) Accuracy= 
TP+TN

TP+FP+TN+FN
,    

(9)    Precision =  
TP

TP+FP
,      

(10) Recall= 
TP

TP+FN
,    

(11)    F1-score=2×
Precision×Recall

Precision+Recall
,  

(12)    FPR=
FP

FP+TN
.     

Here, True Positive (TP) is the number of LLM-generated texts correctly labeled as 

LLM-generated. True Negative (TN) is the number of human-written texts correctly 

labeled as human-written. False Positive (FP) is the number of human-written texts 

wrongly assigned to LLM-generated texts. False Negative (FN) is the number of 

LLM-generated texts that were misclassified as human-written. 

The source code and dataset are available at the following repository: 

https://github.com/doaaahmed7490-netizen/MFAD 
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4.4. Experimental results 

This section presents the evaluation of the MFAD approach on the HC3 dataset, 

including domain-specific evaluation, cross-model generalization, robustness to 

text-length variations, and resilience to text paraphrasing.  

4.4.1. Domain-specific evaluation 

The MFAD approach is evaluated on each domain of the HC3 dataset. Table 4 and 

Figs 2 and 3 present the MFAD evaluation metrics for each domain in the HC3 

dataset. 

Table 4. The evaluation metrics of the MFAD approach for each domain in the HC3 dataset 

Datasets Accuracy, % Precision, % Recall, % F1-score, % FPR 

Medicine 98 97 99.3 98.14 0.02 

Finance 94.6 93.6 96.75 95.23 0.07 

open_qa 95.5 96.8 97.2 97 0.08 

reddit_eli5 98.68 98.6 96 97.3 0.004 

wiki_csai 93.21 94.3 93.8 94 0.1 

All 98 96.5 97.5 97 0.01 
 

Table 4 and Figs 2 and 3 present the results of the MFAD approach, which 

show strong performance for the different domains of the HC3 dataset.  

 

 
Fig. 2. Evaluation metrics of the MFAD approach for each domain in the HCE dataset 

 

 

Fig. 3. FPR Evaluation of the MFAD approach for each domain in the HCE dataset 
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precision of 93.6%, recall of 96.75%, F1-score of 95.23%, and FPR of 0.07, 

suggesting slightly lower performance, but it is still robust when handling technical 

finance terms. In the open_QA domain, MFAD achieved an accuracy of 95.5%, 

precision of 96.8%, recall of 97.2%, F1-score of 97%, and FPR of 0.08, indicating 

the model showed balanced performance, although the FPR was slightly higher at 

0.08, indicating very few human-written responses were misclassified as  

LLM-generated. The MFAD produced an accuracy of 93.21%, a precision of 

94.3%, a recall of 93.8%, an F1-score of 94%, and a False Positive Rate (FPR) of 

0.1 in the wiki_csai domain, which was the least favorable overall result across 

domains. The MFAD produced the highest overall accuracy (98.68%) and the 

lowest FPR (0.004) in the reddit_eli5 domain, suggesting a suitable efficacy of the 

MFAD in conversational text types. Lastly, across all domains (all), the MFAD 

output an accuracy of 98%, an F1-score of 97%, and an FPR of 0.01, which 

indicates the robustness and reliable detection capabilities of the MFAD in 

processing different textual styles. 

4.4.2. Cross-model generalization 

To evaluate the performance of the proposed MFAD approach on advanced text 

generation models, including GPT-4, Gemini, and Claude-4, we reconstructed two 

datasets using these models. More precisely, on both the medicine and finance 

datasets, we prompted each target model with the same set of questions to produce 

1,248 responses for the medicine dataset and 805 responses for the finance dataset. 

The prompt used was “Answer the following question in one paragraph.” A uniform 

generation configuration was used to query all models, and default parameters were 

used to minimize variability among models. The generated answers were then 

gathered and saved as a JSON file. The human-written answers were already 

available in the original dataset and were used unchanged as the negative class. The 

prompting procedure was applied only to regenerate the ChatGPT responses. These 

datasets were then utilized to evaluate the cross-model generalization performance 

of the MFAD approach on outputs from advanced large language models. The 

proposed MFAD approach was first evaluated on the newly generated medicine and 

finance datasets, and subsequently trained on the medicine dataset produced by one 

model and tested on the corresponding dataset generated by another model to 

further assess cross-model generalization. 

1) Model-specific evaluation 

The proposed approach is evaluated on medicine and finance datasets 

generated by GPT-3.5, GPT-4, Gemini, and Claude-4. Table 5 presents the 

evaluation metrics of the MFAD approach on medicine and finance datasets 

generated from these LLMs. 

The results in Table 5 demonstrate that the proposed MFAD approach can 

consistently achieve superior performance across both the medicine dataset and 

finance dataset generated from various language models, highlighting its robustness 

and cross-model generalization capability. On the medicine dataset, MFAD 

achieves the highest accuracy values (ranging from 96.4% to 99%) for all of the 

compared models. MFAD performs best on GPT-4 and Claude-4 outputs, achieving 
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99% accuracy and F1-scores of approximately 99%, reflecting a strong balance 

between precision and recall. The very high recall values observed (up to 99.6%) 

indicate that MFAD is highly effective in the task of distinguishing  

LLM-generated medical text, and their low false positive rates (0.01-0.02) indicate 

that human-written samples are slightly prone to misclassification. Slightly lower 

performance on Gemini-generated medical data (96.4% accuracy) may be attributed 

to stylistic or structural differences in Gemini outputs, yet MFAD still maintains 

strong discriminative capability. In the finance dataset, MFAD obtains 

performances ranging from 93% to 96.3% across all models. The highest 

performance is observed on GPT-4 and Claude-4 datasets, with F1-scores over 96% 

indicate reliable detections despite domain complexity. While the false positive 

rates are higher in the finance domain (0.03-0.07), they are still low, indicating that 

MFAD maintains a good balance between sensitivity and specificity. The 

robustness of the performance across many LLMs in both domains indicates that 

MFAD generalizes effectively beyond any specific generative model. 
 

Table 5. Evaluation metrics of the proposed MFAD approach on medicine and finance datasets 

generated by various LLMs 
Model Dataset Accuracy, % Precision, % Recall, % F1-score, % FPR 

GPT-3.5  
Medicine 

98 97 99.3 98.14 0.02 
GPT-4 99 98.8 99.2 99 0.01 
Gemini 96.4 97.6 95.3 96.4 0.02 
Claude-4 99 98.4 99.6 99 0.01 

GPT-3.5   
Finance 

93.2 93.9 95.9 94 0.07 
GPT-4 96.35 95.2 97.6 96.4 0.05 
Gemini 93 94.4 93.3 93.9 0.05 
Claude-4 96.3 98 94.5 96.3 0.03 

 

2) Cross-model evaluation 

To evaluate MFAD cross-model generalization, the approach was trained on 

the medicine dataset generated by one language model and tested on the medicine 

dataset generated by another. The reconstructed medicine dataset contains a total of 

1,248 samples, of which 80% (998 samples) were used for training, and the 

remaining 20% (250 samples) were reserved for testing. Table 6 illustrates the 

evaluation metrics of the MFAD approach when trained on a medicine dataset 

generated from a specific model and tested on another LLM. 

The evaluation of the proposed MFAD approach across various LLMs, 

indicating its strong cross-model generalization, is presented in Table 6. When the 

MFAD approach was trained on GPT-3.5 and tested on other LLMs, the MFAD 

approach achieved high accuracy (above 98%), with particularly reliable results on 

Gemini (98.8%) and Claude-4 (98.8%). The precision and recall balance show that 

the model not only detects LLM-generated text reliably but also minimizes false 

positives, as reflected by the very low FPR (0.001-0.02). When MFAD is trained on 

the GPT-4 model, its performance decreases slightly compared to training on the 

GPT-3.5 model. This is also more noticeable when assessed on both the GPT-3.5 

(95.13% accuracy) and Gemini (96.67% accuracy) evaluation sets. Still, the 

precision and F1-score are greater than 96%, while the FPR remains below 0.02. 

This shows that MFAD demonstrates a good amount of stability while also showing 
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an indication of slightly less consistency with cross-generalization, with the 

precision of detection while trained on GPT-4 data, when evaluated on datasets 

from older LLMs, is slightly lower. When trained on the Gemini model, MFAD’s 

performance varied more noticeably. When tested on GPT-4, it achieved an 

accuracy of 93.55%, demonstrating that detecting GPT-4 generations is more 

challenging. However, Gemini training generalized exceptionally well to Claude-4, 

yielding the highest overall performance with an accuracy of 99.44%, 100% recall, 

and only 0.01 FPR. Finally, when trained on Claude-4, MFAD displays limited 

cross-model transferability, achieving an accuracy of 93.7%-95.2% with substantial 

FPRs (up to 0.04), suggesting that it is a less generalized source of training than 

GPT-3.5 or GPT-4. 
 

Table 6. Evaluation metrics of the MFAD approach when trained on a medicine dataset generated 

by a specific model and tested on another LLM 
Model Accuracy, % Precision, % Recall, % F1-score, % FPR 

Train Test 

GPT-3.5 GPT-4 98.2 99.34 96.96 98.13 0.006 

Gemini 98.8 99.84 97.76 98.79 0.001 

Claude-4 98.8 97.65 100 98.81 0.02 

GPT-4 GPT-3.5 95.13 99 93.47 96.16 0.009 

Gemini 96.67 97.47 95.83 96.65 0.02 

Claude-4 98.36 99.6 97.12 98.34 0.004 

Gemini GPT-3.5 95.59 97.89 93.5 95.64 0.02 

GPT-4 93.55 99.73 92.34 95.89 0.002 

Claude-4 99.44 98.89 100 99.44 0.01 

Claude-4 GPT-3.5 94.2 96.8 93.2 94.97 0.03 

GPT-4 93.7 95 96.2 95.6 0.04 

Gemini 95.2 94.8 95.2 95 0.01 

4.4.3. Robustness evaluation across text length 

The MFAD approach is evaluated across variations in text length by dividing each 

dataset into different token count categories: <50, 50-100, and >100 tokens. The 

evaluation results for these categories are presented in Table 7 and Fig. 4. 

Table 7. Evaluation metrics of the MFAD approach across variations in text lengths 
Dataset Text length (Tokens) Accuracy, % Precision, % Recall, % F1-score, % 

Medicine 50 97.52 96.71 100 98.33 

51-100 98.11 97.3 98.51 97.90 

>100 98.37 97.47 99.14 98.30 

Finance 50 95.55 94.2 97.01 95.58 

51-100 94.79 93.70 96.72 95.20 

>100 94.15 93.25 96.46 94.83 

open_qa 50 95.55 96.40 96.72 96.56 

51-100 95.97 96.03 97.11 96.57 

>100 96.39 95.82 97.47 96.64 

reddit_eli5 50 98.88 98.43 96.64 97.53 

51-100 98.62 97.66 95.57 96.60 

>100 98.86 97.04 97.12 97.08 

wiki_csai 50 92.33 93.25 93.2 93.22 

51-100 93.68 94 94.15 94.07 

>100 92.8 92.7 93.81 93.25 

All 50 98.32 97.39 97.39 97.39 

51-100 98.38 97.51 97.11 97.31 

>100 98.09 97.10 96.86 96.98 
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The evaluation of the proposed approach (MFAD) across different text 

lengths, utilizing all datasets available in HC3, is illustrated in Table 7 and Fig. 4.  
 

        
(a)                                                              (b) 

 

         
(c)                                                                     (d) 

 

        
(e)                                                                       (f) 

Fig. 4.  Evaluation metrics of the MFAD approach across variations in text lengths 

 

The results show that MFAD performs well regardless of the text length used 

across domains since the accuracy remains consistently high and even exceeds 

99%. In the medicine domain, the MFAD achieves accuracy for all text lengths 

above 97.6% with precision above 96.5%, recall near 100%, and an F1-score 

exceeding 98.33 as well. In the reddit_eli5 domain, the performance remained 

strong regardless of length at greater than 97% precision, greater than 98% 

accuracy, greater than 96% recall, and an F1-score above 96, demonstrating the 

MFAD’s capacity to capture informal writing styles. However, the finance domain 

recorded a minor drop in its accuracy in longer texts (>100 tokens, 94.15%). In the 

open_qa domain, MFAD achieves stable levels of performance, remaining close to 

95-96% accuracy, but increased recall and F1-scores for longer texts, suggesting 
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that additional context supports detection across varied question–answering 

scenarios. The wiki_csai domain produces the lowest results, indicating an accuracy 

of 92-93%, precision of 92-94%, recall of 93-94%, and an F1-score in the range of 

93-94%. In all (all domains), MFAD achieves significant robustness with accuracy 

above 98% across all lengths and little change in performance. 

4.4.4. Robustness evaluation against text paraphrasing 

Table 8 and Fig. 5 present the evaluation metrics of MFAD against text paraphrasing. The 

MFAD approach is evaluated on detecting paraphrased LLM-generated texts that are 

semantically similar but syntactically different. The T5-base model, a pre-trained text-to-

text Transformer presented in [42], is used to generate paraphrases. All NLP tasks, including 

paraphrasing, are designed to map an input text sequence to an output text sequence in the 

unified text-to-text transfer learning framework used to train T5. The model uses an 

encoder–decoder architecture, in which the decoder creates a rephrased sentence based on 

the contextualized semantic representation that the encoder created from the input sentence. 

While displaying lexical and syntactic variation, such as word substitutions, reordering, and 

structural reformulation, without changing the underlying meaning, T5’s paraphrased 

outputs are intended to be semantically equivalent to the original text. This allows the 

evaluation of the robustness of the MFAD approach under realistic paraphrasing-based text 

transformations. The MFAD approach is then applied to the paraphrased texts, and the 

performance metrics are compared with those from the original test set. 
 

Table 8. Evaluation metrics of the MFAD approach against text paraphrasing 

Dataset Type Accuracy, % Precision, % Recall, % F1-score, % 

Medicine Original 98.45 97.60 99.65 98.62 

Paraphrased 97 95.89 98.95 97 .40 

Finance Original 95.10 95.45 96.64 96.04 

Paraphrased 94.3 94.11 96.33 95.21 

open_qa Original 96.40 97.15 97.61 97.28 

Paraphrased 95.02 96.36 95.77 96.06 

reddit_eli5 Original 98.5 98.3 96.43 97.36 

Paraphrased 96.6 97.6 95.87 96.73 

Wiki_csai Original 93.36 93.28 94.37 93.82 

Paraphrased 92.1 92.86 93.15 93 

All Original 98.20 96.41 97.93 97.16 

Paraphrased 97.5 95.71 97.10 96.40 

 

Table 8 and Fig. 5 show the evaluation metrics of the MFAD approach with 

both the original and paraphrased datasets. In the medicine domain, accuracy drops 

from 98.45% to 97%, and F1-score drops from 98.62% to 97.40%, whereas recall 

remains very high at 98.95% this indicates that paraphrasing affected precision but 

not sensitivity. A similar decline is shown in the finance domain, with an accuracy 

drop from 95.10% to 94.30%, the wiki_csai domain from 93.36% to 92.06%, and 

the reddit_eli5 domain from 98.50% to 96.60%. However, the open_qa and 

reddit_eli5 domains exhibit more stable precisions and recall after paraphrasing. In 

the all-dataset, MFAD shows a similar accuracy drop from 98.20% to 97.50%, and 

F1-score drop from 97.16% to 96.40%. Overall, these results show that 
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paraphrasing introduces minor performance degradation across domains, although 

the MFAD approach presents strong detection performance. 

 
(a)                                                                (b) 

 

 
(c)                                                                         (d) 

 

 
(e)                                                                (f) 

Fig. 5. Evaluation metrics of the MFAD approach against text paraphrasing 

4.4.5. Performance comparison between MFAD and a baseline approach 

This section compares the proposed MFAD approach with two baseline feature-

based methods: the Regularized Deep Neural Network (RDNN) and AuthentiGPT. 

In accordance with the specifications in their original publications, both baselines 

were independently re-implemented. RDNN, AuthentiGPT, and MFAD were 

trained and assessed using the same dataset splits and experimental conditions to 

guarantee a fair and controlled comparison. The results, which are shown in  

Table 9, show that on the entire HC3 dataset, MFAD consistently performs better 

than both baseline approaches. 
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On the full HC3 dataset, the proposed MFAD approach performs better than 

the two baseline approaches, with an accuracy of 98% compared to 93.64% for 

RDNN and 92.4% for AuthentiGPT. MFAD also has superior precision (96.5%), 

recall (97.5%), and F1-score (97%), which clearly indicates that it is a more 

accurate approach for detecting LLM-generated text with less chance of 

misclassifying human-generated text. On the other hand, RDNN and Authenti GPT 

perform similarly but not as well, with slightly better precision than recall, which 

indicates a trade-off between the two. Overall, these results clearly indicate that the 

combination of semantic and handcrafted syntactic/statistical features in the MFAD 

approach is more robust and balanced than the two baseline approaches. 

Table 9. Performance analysis of the proposed MFAD approach compared with baseline approaches 

Dataset Approach Accuracy, % Precision, % Recall, % F1-score, % 

HC3 (All) RDNN 93.64 93.31 92.6 92.95 

AuthentiGPT 92.4 93 91 92 

MFAD 98 96.5 97.5 97 

4.4.6. Ablation study 

An ablation study was conducted to evaluate the contribution of each component in 

the proposed approach, MFAD, focusing on different feature types, word 

embeddings, and sequence modeling architectures. First, handcrafted syntactic and 

statistical stylometric indicators are evaluated to measure their individual 

contribution. Next, semantic features extracted using CNN combined with sequence 

models such as RNN, LSTM, GRU, and BiLSTM, with GloVe and Word2Vec 

embeddings, are evaluated. Finally, the reference model (proposed approach) 

combines handcrafted features with semantic features, which are learned with 

GloVe, CNN, and BiLSTM techniques.  

Table 10. Ablation study on the complete HC3 dataset (all) 

Models Accuracy, % Precision, % Recall, % F1-score, % 

Handcrafted Features only 63.6 55.3 57.8 56.5 

GloVe-CNN-BiLSTM 95.9 93.5 95.5 94.5 

Glove+CNN+LSTM  94.8 93 94.25 93.62 

GloVe-CNN-GRU 92.66 90.8 92.36 92.56 

Glove-CNN-RNN 88.65 82 81.8 81.91 

Word2Vec-CNN-BiLSTM 92.6 93.17 94.23 93.69 

Word2Vec-CNN-LSTM 93 91.15 92.34 91.74 

Word2Vec-CNN-GRU 90.2 89.23 90.87 90.04 

Word2Vec-CNN-RNN 86.4 79.9 80.24 80.07 

Handcrafted+ Semantic:  

(GloVe-CNN-BiLSTM) 

(Proposed Approach MFAD) 

98 96.5 97.5 97 

 

As shown in Table 10, the ablation study demonstrates the impact of both 

feature representation and model architecture on detection performance. The 

accuracy (63.6%) and F1-score (56.5%) with handcrafted features are low, proving 

that statistical and stylistic features are insufficient to distinguish between human 

and AI-generated text. Adding semantic embeddings improves the accuracy of all 

models. GloVe embeddings perform better than Word2Vec embeddings, proving 
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the superiority of GloVe in global semantic representation [43]. From the 

architectural point of view, BiLSTM performs better than LSTM, GRU, and RNN, 

proving the effectiveness of bidirectional representation for long-distance 

dependencies, while GRU and RNN decrease the precision and F1-score. The best 

accuracy (98%) and F1-score (97%) are obtained by the proposed MFAD model 

(Handcrafted + GloVe-CNN-BiLSTM), proving that a combination of Handcrafted 

syntactic and statistical features with deep semantic features provides a more 

comprehensive and discriminative feature representation.  

5. Discussion 

The results present the reliability and robustness of the MFAD approach in 

detecting LLM-generated text. In domain-specific evaluations, the MFAD approach 

performs particularly well on informal (reddit_eli5) and structured (medicine) 

datasets, although performance decreases on more factual datasets such as 

wiki_csai. This implies that sentences with factual information are challenging to 

detect because their inherent simplicity and lack of complex stylistic variations 

make them closely resemble human writing. In cross-model generalization, the 

MFAD approach achieves positive results for both newer and older LLMs. Notably, 

Gemini was slightly more difficult to detect; nevertheless, MFAD maintained ≥96% 

accuracy. Strong detection was achieved for GPT4 and Claude-4 outputs. In 

addition, the MFAD approach is robust for various text lengths with only small 

fluctuations in its resulting performance, which allows for more consistent outputs 

across varying text source conditions. Despite a very slight drop in performance 

metrics when evaluated against paraphrased texts compared to original texts across 

the datasets, MFAD continues to demonstrate strong detection capability. Although 

MFAD achieves high accuracy on the HC3 dataset, its generalizability to other 

datasets with different linguistic properties or domains is also an area for future 

research. 

6. Conclusion 

The proposed MFAD approach integrates handcrafted syntactic and statistical 

features with deep semantic representations. The MFAD approach has the 

interpretability of linguistic and statistical features and the representational power 

of deep learning models, making it more innovative and robust than approaches that 

depend on a single type of feature. MFAD consists of six stages: text preprocessing, 

handcrafted feature extraction, text representation with GloVe, semantic feature 

extraction by CNN and BiLSTM, feature fusion, and text classification. The 

preprocessing stage includes several steps, such as cleaning, normalization, 

lemmatization, and tokenization. Handcrafted feature extraction includes obtaining 

both syntactic and statistical features from the given text. For text representation, 

GloVe represents tokens as dense, fixed-length vectors. A CNN is used to capture 

local phrase patterns, while contextual dependencies are captured by BiLSTM. 

Finally, handcrafted and semantic features are concatenated and passed through a 
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fully connected layer for classification. All experiments are conducted on the HC3 

dataset, which showed that MFAD achieved an accuracy of 98%, precision of 

96.5%, recall of 97.5%, and F1-score of 97%, with the minimum False Positive 

Rate (FPR) being 0.01 across multiple domains. Further, MFAD was robust against 

adversarial contexts, which would include paraphrasing. It also remained stable at 

different lengths of texts and was adaptable to advanced LLMs, such as GPT-4, 

Gemini, and Claude-4. Future research will focus on extending MFAD to larger and 

more diverse multilingual datasets. Also, future research directions will include the 

evaluation of the performance of the MFAD approach in specialized domains, such 

as scientific literature. 
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