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Abstract: Managing cybersecurity and protecting data assets remain top priorities 

for businesses. Despite this, numerous data breaches persist due to malicious human 

actions, resulting in significant financial setbacks. However, many cybersecurity 

strategies overlook invisible or indirect threats within their scope, such as digital 

footprints. This paper examines the relationship between personality traits and user 

behavior concerning cybersecurity. The study suggests that human personality can 

be predicted using innovative techniques based on the digital hints individuals leave 

on the internet. Consequently, this information can be exploited for malicious actions 

against entities. As proposed, an effective strategy for improving behaviors and 

cultivating a security-oriented culture involves continually identifying relevant 

sources of cyber risks and implementing continuous awareness initiatives.  

Keywords: Information security management, Cybersecurity, Personality, Digital 

footprints, Human factor. 

1. Introduction 

We live and do business in an uncertain world, where forces such as globalization, 

changing consumer expectation and perception, turbulence in the business 

environment, increased regulations and deregulations, and, not at least, the rapid and 

continuous development of technology create significant uncertainty. Whether small 

or large, private or public, domestic or international, enterprises nowadays operate in 

a risk-filled world and continue to extensively invest in technologies to counter cyber 

threats. However, even with the most advanced technologies, malicious cyber actors 

can gain access to sensitive data and critical infrastructure.  

Organizations often struggle to understand and mitigate behavioral-based risks 

in Information Security (IS) by underestimating the human factor in their processes 

and management systems. Cyber attackers can manipulate the perceptions and minds 

of computer operators, rather than targeting the computer system itself, by using 
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techniques such as social engineering, cognitive hacking, and intelligence-based 

methods to impact human decision-making. 

Nowadays, we conduct nearly every aspect of our lives online, including social 

interactions, entertainment, shopping, gathering and sharing information, booking 

holidays, and even work. Through these activities, we inadvertently leave digital 

traces that can be easily recorded, analyzed, and exploited, particularly in social 

engineering attacks. It is well-established that individual traits significantly shape 

human decision-making. The intricacies of human personality encompass various 

attributes, including behavioral, temperamental, emotional, and mental aspects, 

collectively defining the unique individual. Consequently, personality becomes the 

underlying catalyst influencing human choices, shaping perceptions, and guiding 

approaches in different situations. 

Given that modern technologies, such as Machine Learning (ML), enable the 

prediction of human personality from online traces (see Section 3.1. Prediction of 

human personality), as well as the correlated behavior and decision-making (see 

Section 3.2. Prediction of user decision-making), cybersecurity professionals should 

reevaluate their threat landscape and the scope and approach of their awareness 

training. New and relevant threats must be continuously analyzed and identified, and 

clear expectations regarding information security must be communicated across the 

organization. 

Taking into account the aforementioned aspects, this paper aims to review the 

human factor in information security and to explore whether various online traces can 

be analyzed to predict human personality. Additionally, it investigates if it is possible 

to predict certain decisions in specific situations and leverage these insights for 

information security purposes. 

This understanding can assist information security managers and practitioners 

in rethinking and reassessing their systematic approach for continuous improvement 

and awareness programs, as increasing awareness of relevant security concerns is a 

crucial preventative measure. 

2. Theories and models of personality measurement and analysis 

Personality is commonly defined as an individual unique and relatively stable pattern 

of behavior, thoughts, and emotions that significantly impacts human behavior. These 

inherent factors contribute to the consistency of one’s behavior, setting them apart 

from how others might behave in similar circumstances. Researchers find particular 

significance in studying these individual differences [1]. 

Numerous theoretical perspectives within the field of psychology explore 

various ideas about the development and formation of human personality. Some 

prominent approaches to understanding human traits include Sigmund Freud’s 

psychoanalytical personality theory [2], Rogers’ Person-centered Theory [3], Hans J. 

Eysenck’s Three-Factor Theory [4], and the Five-Factor Theory of Personality, 

commonly known as the Big Five [5, 6]. The Big Five model, recognized as a 

contemporary measuring framework [7, 1], identifies and assesses human nature 

based primarily on biologically determined factors: Openness to experience, 
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Conscientiousness, Extraversion, Agreeableness, and Neuroticism/ Emotional 

stability [6, 8, 5]. 

The practical application of the Big Five framework is hindered by its extensive 

nature, comprising 240 elements. Consequently, the literature introduces several 

validated questionnaires that abbreviate and effectively utilize the Traits theory of 

personality [9]. One such alternative is the HEXACO framework, which preserves 

the original factors of the Five-Factor model while incorporating the crucial 

dimension of “honesty/humility” assessing the extent to which individuals prioritize 

others’ interests over their own [10]. Another example is the RIASEC model, which 

assesses personality based on six main traits: realistic, investigative, artistic, social, 

entrepreneurial, and conventional [11]. 

In the United States, the Myers-Briggs Type Indicator (MBTI) stands out as one 

of the most widely used tests, particularly in the selection of workers. The MBTI 

posits that distinct personalities perceive the world differently, and the resulting 

profiles highlight attitudes, decision-making mechanisms, and interactions with the 

environment. MBTI doesn’t evaluate personalities in terms of positive or negative 

judgments [12].  

Additionally, the Ten-Item Personality Inventory by Gosling [1] is also rooted 

in the Big Five personality dimensions. However, it streamlines the assessment with 

only ten questions, providing two descriptors for each factor. 

The acknowledgment that individuals sharing similar personality profiles often 

exhibit comparable behaviors suggests a correspondence in their inclinations and 

priorities. Given the diversity of personality traits, which distinguish individuals in 

their behaviors and preferences, it follows that each person approaches decision-

making differently. Some individuals rely on their intuitions, while others prefer to 

deliberate on various alternatives before making a conscious decision. 

The specific characteristics of personality exert significant influence not only 

on human character, attitudes, and habitual tendencies but also on the complexities 

of their decision-making processes [13].  

3. Relationship between personality traits and decision-making 

As mentioned above, human decision-making is not always based on principles of 

rationality. Instead, it is often influenced by personality, which becomes the basis of 

individual behavior in all its aspects. People with similar traits tend to exhibit a high 

tendency to behave in a particular way and to use a similar decision-making style in 

certain situations.  

In practice, there are two main approaches where ML technology plays a crucial 

role in analyzing and predicting personality traits. On the one hand, analyzing large 

datasets is extremely useful for the development and validation of theories in 

psychology. For example, a vast amount of behavioral data on the internet, especially 

from social media, can be used to predict users’ personality profiles. On the other 

hand, individual specifics can be used as predictors of decision-making in daily life, 

such as consumer behavior on the internet or business outcomes. 
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3.1. Prediction of human personality 

Nowadays, people publish a huge amount of content that depicts their emotions and 

feelings through likes, dislikes, comments, photos, videos, tweets, reels, and more.  

Often, online customers leave information about themselves, such as gender, 

age, education, and other sociodemographic characteristics, profession, political 

orientation, frequent use of certain functions in the purchasing process, method of 

payment, product type interests, and so on.  

In all these digital hints, patterns can be recognized that reveal aspects of users’ 

personalities. Applying Artificial Intelligence (AI) technique makes this possible. 

Several studies have explored the relationships between personality traits and 

social network user profile features using ML. Below are some prominent examples. 

Back in 2011, G o l b e c k, R o b l e s  and T u r n e r  [14] studied the specifics of 

personality based on data collected from users’ Facebook profiles and applied ML 

algorithms.  

Similarly, in 2011 G o s l i n g  et al. [15] identified several relationships between 

personality traits and the use of individual Facebook features. For instance, they 

reported a positive relationship between extroversion and the frequency of Facebook 

use and engagement. These findings align with Costa and McCrae’s theory [6] that 

more extroverted individuals seek social engagement. In the online environment, 

extroverted individuals leave behind behavioral traces, such as a greater number of 

friendships, more comments, posts, and photos. 

A study led in 2014 by Professor K o s i n s k i  et al. [16], applying the standard 

Five-Factor Model, focused on individual differences in internet behavior and 

personality preferences. Kosinski and his colleagues examined a sample of more than 

350 000 US Facebook users. They analyzed how users’ online behavior, captured by 

their website choices and profile characteristics, relates to their personality as 

measured by the Five-Factor Model. To predict personality based on multiple profile 

features, the team used Linear Regression and examined their results using 10-fold 

cross-validation. 

The results obtained by Kosinski demonstrated that people with a high degree 

of openness are more likely to use Facebook as a communication tool and utilize a 

greater number of features. Individuals low in conscientiousness tend to join more 

groups and like more things. Interestingly, conscientious individuals not only joined 

groups less often but also used the “like” function less frequently. The research also 

shows that 25% of spontaneous users have more than 210 likes, while the same value 

for more conscientious users is lower by a third (140 likes). Extroverts are more 

inclined to reach out and communicate with other users, share more actively about 

their lives, and attend more organized events. Neuroticism was positively correlated 

with the number of likes, indicating that more emotional users tend to use the “like” 

function more often. While 75% of emotionally stable users have fewer than 150 

likes, 75% of the most emotional users have more than 220 likes, suggesting that 

neurotic individuals are more likely to share personal information on Facebook [16]. 

The work of L i m a  and D e  C a s t r o  [17] also introduces an approach based 

on the Big Five model for predicting personality traits based on data from the traces 

people leave on social media. They create the so-called PERSOMA (PERsonality in 
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SOcial Media datA) model, which is based on the volume of messages published on 

Twitter to make a user profile based on linguistic analysis. By applying three ML 

algorithms (Naive Bayes, Support Vector Machines, and Multilayer Perceptron 

Neural Networks), the authors found that the traits of extroversion, agreeableness, 

and neuroticism could be predicted more accurately than others. However, this might 

be due to the initial labeling instrument used in the semi-supervised learning 

approach, which is primarily grammar-based and does not fully account for social 

behavior as addressed by their proposed method. 

Professor Büttner at the University of Aachen, Germany, led a study in 2017 to 

investigate the influence of user personality on the use of career platforms, 

specifically the XING platform, and to determine which ML algorithms are best 

suited for this purpose [18]. The study was conducted with 395 participants using 

XING, and the TIPI test was applied to assess personality according to the Big Five. 

The results of the scientific research show that algorithms based on the decision tree 

model are the most suitable for this purpose. For example, the classification with 

Random Forests achieved one of the best results (61.9%) in predicting user 

personality, and C 5.0, another tree algorithm, achieved a result of 68.4%. The 

calculations included characteristics such as users’ professional interests, number of 

groups joined, number of status updates, photo uploads, frequency and duration of 

platform use, visits to other profiles, number of comments and messages left, and 

number of contacts. The study demonstrated that ML could offer an innovative 

solution for analyzing users’ personality traits based on professional social media, 

and the results could be used for electronic recruitment. w for the prediction of not 

only a candidate’s suitability for professional requirements but also their 

compatibility with the company’s philosophy, communication style, and 

organizational culture. The author nevertheless draws attention to the ethical issue in 

this case: potential candidates or current employees should not be discriminated 

against because of their personality, communication behavior, or political beliefs. 

3.2. Prediction of user decision-making 

As stated above, personality traits significantly influence our preferences and account 

for the diverse range of human behaviors and decisions. Concurrently, ML enables 

reliable estimation of user preferences based on individual characteristics.  

One interesting study is the TITAN project, sponsored by the Italian Ministry 

of Universities and Research. In 2018 B o l o g n a  et al. [9] developed a 

recommendation system model for e-commerce that adapts product and service offers 

based on both user interests and personality traits. This model utilizes a Neural 

Network, incorporating the user’s profile according to the RIASEC model as input 

data. The authors claim that this approach is effective for predicting user personality 

in e-commerce. For example, a financial manager might exhibit characteristics such 

as analytical/researcher, enterprising, and traditionalist/conventional (Investigative, 

Enterprising, and Conventional – IEC) [9]. 

Another valuable study in this domain in 2019 was led by K a z e m e n i a, 

K a e d i  and G a n j i  [19], which examines decision-making behavior in online 

shopping using a sample of 194 individuals. This study includes the extraversion 
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scale from the Big Five personality traits and finds that highly extroverted online 

shoppers tend to buy accessories that complement their purchases. The authors used 

Multiple Linear Regression and optimized Decision Trees to forecast user 

preferences based on personality and decision-making styles. 

In 2017 B a y r a m  and A y d e m i r  [20] employed the General Decision-

Making Style Questionnaire (GDMSQ) and the Big Five Inventory, revealing that 

extraversion positively correlates with rational and intuitive decision-making styles 

while negatively correlating with avoidant decision-making styles. The regression 

analysis also revealed that agreeableness positively influenced intuitive and 

dependent decision-making styles. The conscientiousness trait had a positive impact 

on rational decision-making but negatively affected avoidant and spontaneous 

decision-making styles. Neuroticism positively influenced intuitive, dependent, and 

spontaneous decision-making styles. Lastly, openness positively impacted rational 

decision-making style. 

A study conducted at the Bulgarian Academy of Sciences involving 226 

respondents explored the relationship between fundamental personality dimensions 

and users’ preferences in field of online shopping. Participants’ personal profiles 

were established using the TIPI test, and their risk aversion was assessed with the 

Risk Averseness Scale of D o n t h u  and G i l l i l a n d  [21]. Additionally, information 

about their website feature preferences was collected. A bivariate analysis was then 

conducted to examine linear relationships between variables. To develop predictive 

equations, the study identified significant relationships between the six independent 

variables and various online store functionalities (dependent variables). Three ML 

models – Linear Regression, Decision Trees, and Random Forest – were proposed to 

forecast customers’ needs, expectations, and preferences on the internet. Based on 

evaluation metrics, the Random Forest Model, optimized using genetic 

programming, provided the most accurate predictions of consumer behavior 

according to their personality traits. The study successfully demonstrates that user 

needs and expectations can be predicted with high accuracy in the domain of  

e-Commerce [22, 23]. 

4. The human factor in the cybersecurity threat landscape 

The cybersecurity threat landscape is constantly changing as malicious cyber actors 

develop new and innovative techniques to exploit known or newly discovered 

vulnerabilities. Following Verizon’s 2023 Data Breaches Investigations Report [24], 

74% of all data breaches involved the human element. People were involved either 

through errors, the use of stolen credentials, or social engineering, whereat business 

email compromise attacks, essentially a form of pretexting, have nearly doubled in 

frequency, constituting over 50% of incidents categorized under the social 

engineering pattern. 

Other studies also confirmed that social engineering, particularly spear phishing, 

continues to be a favored technique for attackers to carry out their malicious 

activities, whereby financial institutions were prominently targeted by phishers 
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worldwide in the last quarter of 2022, followed by SaaS/ webmail, and social media 

[25, 26].  

According to the Microsoft Digital Defense Report 2023 [27] the first quarter 

of 2023 saw a more than tenfold increase in attempted attacks compared to the same 

period in 2022, rising from around 3 billion per month to over 30 billion (an average 

of 4000 password attacks per second targeting Microsoft cloud identities). The most 

targeted sectors in Europe include, among others, government, communications, 

finance, and energy.  

On the other hand, the report highlights the growing trend of entities shifting 

toward cloud-based infrastructure, accompanied by an increase in associated risks. 

Cloud platforms provide global reach and scalability, enabling businesses to expand 

rapidly and access markets worldwide. However, this also requires that the cloud 

provider's infrastructure be robust and secure enough to meet these demands without 

compromising security or compliance. As more companies migrate their critical 

infrastructure to cloud-based platforms, the landscape of information security 

undergoes significant changes. This shift underscores the need for more 

comprehensive assessments of cloud service providers and an expanded scope for 

Information Security Management Systems (ISMS), encompassing both 

technological and legal aspects. 

The report also highlights that the fundamentals of phishing have remained 

consistent over time, with approximately 90% of phishing attacks involving social 

engineering. These attacks typically use email to trick victims into revealing sensitive 

information, clicking malicious links, or opening harmful files. Business Email 

Compromise (BEC) attempts are observed daily, leveraging social engineering or 

computer intrusion techniques. The incidence of BEC attacks has surged, with over 

156 000 daily attempts recorded between April 2022 and April 2023. Microsoft notes 

significant growth in the threat landscape as more attackers employ increasingly 

sophisticated techniques to compromise a growing footprint of services, devices, and 

users. 

Information security cannot be solely achieved through technical measures; it 

depends on human actions and decisions. Therefore, trained personnel play a crucial 

role in protecting against cyber attacks. As stated by the German Federal Office for 

Information Security (BSI), “IT security is only as good as the person using the 

systems” [28]. Referring to a study by William Triplett (Department of Cybersecurity 

Leadership, Capitol Technology University) [29], humans form the weakest link in 

the rising number of cyberattacks and future research in cybersecurity would benefit 

from studying human behavioral factors using cognitive theories. 

Artificial intelligence is continuously developing, and AI-powered attacks are 

expected to increase, driven by generative and predictive AI. Cybercriminals will 

leverage AI resp. ML techniques to automate and enhance their capabilities, making 

attacks more sophisticated and adaptive. Consequently, AI will play a significant role 

in defense evasion. Cybersecurity professionals must recognize the rapidly evolving 

threat landscape and reassess their holistic security strategies to stay safeguarded 

against new threats based on intelligent techniques. Entities must stay current and 

well-informed about the latest research and advancements in the realm of AI-driven 
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security threats and methods to prevent or mitigate these exploits. They should 

conduct regular security assessments to identify vulnerabilities and ensure their 

infrastructure remains compliant and secure. 

5. Human-centric cybersecurity 

For all types of organizations, continuous adaptation of risk management approaches 

is necessary to understand the risks involved in achieving objectives. Establishing a 

risk-challenge culture, where the human factor is pivotal, is crucial in the process of 

establishing any ISMS. 

Human-centered security is an approach that recognizes the crucial role of the 

human factor in cybersecurity. It focuses on understanding and adapting to human 

behavior, psychology, and interactions, aiming to promote a security-conscious 

culture among employees, reduce human errors, and effectively manage cyber risks. 

This approach aims to foster a culture of collaboration, and shared responsibility. 

Information shared on social web platforms can pose significant cyber threats 

due to risks such as phishing, data mining using ML, credential theft, corporate 

espionage, malware distribution, reputation damage, and location tracking. 

Mitigation strategies should focus on methodical analysis, user education, technical 

controls, and policy governance.  

Organizations must stay up to date with scientific findings, innovative 

technologies, and emerging approaches to adequately identify and assess relevant 

threats and vulnerabilities. Associated risks must be identified, and appropriate 

protective and preventive measures must be implemented accordingly. Consequently, 

they must continually rescope and update their awareness programs (Fig. 1). 

 

 
Fig. 1. Human-centric approach 

 

It seems like cybersecurity frameworks and regulators have become 

increasingly aware of the crucial role of the human perspective in achieving desired 

cybersecurity levels, too. For instance, the ISO 27001:2022 Annex controls have 

undergone restructuring and consolidation to address current security challenges. The 
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updated Annex A control set reflects risks and their corresponding controls across 

Organizational, People, Physical, and Technological domains. The People controls 

encompass secure human resources management, personnel security, and awareness 

and training. In the latest ISO Norm 27001:2022, Control 5.7 highlights the 

importance of Threat Intelligence. It requires organizations to collect, analyze, and 

generate threat intelligence related to information security threats [30]. This involves 

identifying the tactics, techniques, and procedures employed by attackers to infiltrate 

compromise targets, thereby facilitating more targeted defense strategies. Such 

information can be sourced internally or externally, including from vendor reports, 

government agency announcements, relevant scientific studies, and other credible 

sources. 

According to the Digital Operational Resilience Act (DORA) [31, 32], Article 

8 mandates that financial entities must continually identify all sources of Information 

and Communication Technology (ICT) risk (Fig. 2). They are required to assess cyber 

threats and ICT vulnerabilities pertinent to their ICT-supported business functions, 

information assets, and ICT assets. A central aspect of DORA involves the 

stipulations for ICT risk management. These requirements aim to bolster companies’ 

resilience against cyber threats, ensuring the continuity of their operations. 

 

 
Fig. 2. DORA: Continually risk identification 

 

Industry 4.0 presents new challenges for cybersecurity professionals. The 

advancement of technology necessitates updated perspectives, focus, and attention to 

various risk exposures. Industry 4.0 is characterized by an enormous amount of data 

and information, which is diverse in nature and can be combined in various ways. 

Intelligent data processing procedures enable real-time processing at different levels 

and deliver relevant conclusions. This increases risk exposure, as risks become more 

interconnected and can form global networks of vulnerabilities, often involving 

unknown sources [33].  
It is a fact that many security issues with Large Language Models (LLMs) stem 

from the simple reality that their inner workings are a black box. This lack of clarity 

in how AI makes decisions is a key source of the associated risks. This underscores 
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the need for appropriate protective measures, where awareness will continue to play 

a critical role. 

6. Conclusion and recommendations 

It can be summarized that the present work successfully achieves its objectives by 

exploring several studies that demonstrate how our digital footprints can be analyzed 

to construct our personality profiles. This information can be exploited to manipulate 

decision-making processes across various domains.  

Based on this knowledge, it is evident how crucial the key role of humans is in 

the process of scoping and building an ISMS. When analyzing the threat landscape, 

this aspect must be considered, and awareness programs should also incorporate this 

understanding. 

Advanced technologies enable us to create our digital world, but they also 

increase our vulnerability to information security threats. As we conduct many of our 

daily activities online, it is crucial for awareness programs to emphasize securing 

employees’ digital footprints. This includes regularly reviewing privacy settings on 

social media platforms to ensure that only necessary information is visible to others. 

Employees should consider whether any public information could be misused to harm 

their employer and avoid sharing excessive personal details that could build a detailed 

profile of their personality. 

It is essential to scrutinize shared information to prevent the unauthorized 

outflow of technical know-how and internal knowledge, personalized spear phishing 

attacks, targeted identity theft, theft of other sensitive information through intelligent 

methods, targeted bullying and cyberstalking, and potential influence on professional 

decisions. It is important to remember that once information is published online, it is 

almost impossible to delete. Our digital footprints remain stored and can be analyzed, 

potentially influencing our actions based on this data. Therefore, sharing tasks and 

information about professional activities on social networks should be avoided. 
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