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Abstract: HPC clouds may provide fast access to fully configurable and dynamically
scalable virtualized HPC clusters to address the complex and challenging
computation and storage-intensive requirements. The complex environmental,
software, and hardware requirements and dependencies on such systems make it
challenging to carry out our large-scale simulations, prediction systems, and other
data and compute-intensive workloads over the cloud. The article aims to present an
architecture that enables HPC workloads to be serverless over the cloud (Shoc), one
of the most critical cloud capabilities for HPC workloads. On one hand, Shoc utilizes
the abstraction power of container technologies like Singularity and Docker,
combined with the scheduling and resource management capabilities of Kubernetes.
On the other hand, Shoc allows running any CPU-intensive and data-intensive
workloads in the cloud without needing to manage HPC infrastructure, complex
software, and hardware environment deployments.
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1. Introduction

High-Performance Computing (HPC) infrastructures address compute-intensive
simulations delivering results in a reasonable time [1]. Various combinations of
parallel programming paradigms entirely harvest the computational capabilities of
heterogeneous architectures of HPC systems by increasing performance and energy
efficiency. Open Multi-Processing (OpenMP) is a popular shared-memory system
utilizing non-scalable synchronization mechanisms and controlling data distribution
within HPC systems’ nodes [2]. Message Passing Interface (MPI) is a well-known
inter-node programming model dealing with parallelization aspects, such as data and
task distribution or communication and synchronization [3]. MPI+X is used for the
hybrid model, where X represents the intra-node programming model.

With the rapid increase in make use of cloud computing systems, HPC clouds
are becoming an alternative to bare-metal solutions by providing threads at the
Operating System (OS) level and Virtual Machines (VM) at the hypervisor level [4].
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HPC clouds increase the utilization of computational resources by delivering
dynamic and on-demand reallocation of resources among applications and users. The
HPC cloud platforms may provide access also accelerator based HPC resources,
mainly General-Purpose computation on Graphical Processing Units (GPGPU) using
Compute Unified Device Architecture or Open Computing Language programming
models [5]. Another opportunity of HPC clouds is to provide HPC as a service for
Big Data processing applications, such as Apache Hadoop or Spark, together with
MapReduce [6]. Last decade the demand for MPI-based and GPGPU-based HPC
applications to use cloud-based environments has been increasing [7].

The HPC cloud computing platform is closely related to middleware
technology. The OpenStack [8] open-source cloud middleware delivers the
Infrastructure as a Service (laaS) platform through different virtualized services such
as CPU or storage virtualization. Although, the Docker container provides easy-to-
manage and cost-effective microservices without launching entire VMs. Instead of
VMs, multiple isolated containers share the host operating system and physical
resources, impacting performance, memory requirement, and infrastructure cost [9].
Docker Swarm and Kubernetes [10] are the most well-known container-based
virtualization technologies focusing specifically on cluster-based systems. These
technologies provide extensive functionalities, such as system administration,
resource management schemes, security policy enforcement, or network access.

The complexity of HPC workflows is a limitation for the provisioning of HPC
cloud services based on shared memory, distributed memory, or Big Data processing
programming models, such as workload management, environment isolation,
scalability, or efficiency. The heterogeneous software and hardware resources are
additional barriers to managing large-scale HPC infrastructures comprising multiple
parallel computing platforms. The workload orchestration requires developing
advanced methods, services, and algorithms, such as resource management and
scheduling system to control tasks and allocate resources within given requirements
and availability. However, this is more critical when resources are limited, and
workflows are resource-intensive. It is challenging to manage all this together without
proper infrastructure and requires lots of manual effort to set this up, even on a cluster
with few nodes. Therefore, the main limitations of the suggested methods include:

e The complexity of deployment implementations,

e End-user awareness of multiple technologies,

¢ The usage of scheduling sub-systems impacting the performance.

The paper presents a Kubernetes-based HPC cloud architecture called Shoc
(Serverless HPC over Cloud) to schedule serverless HPC workloads on the clouds.
The suggested Shoc architecture integrates scheduling, scaling, and various policies
to handle the whole life cycle of the jobs on different Cloud platforms such as
OpenStack, Microsoft Azure, or Amazon Web Services [11].

On the other hand, due to its serverless nature, the architecture being proposed
is responsible for setting up and configuring complex software like Slurm [12] or
various queue management systems. Meanwhile, our approach requires only the
target executable on the user’s system and, optionally, a simple command-line tool
for easy control that a web-based interface can easily replace.
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The rest of the paper is as follows: in Section 2, the related work is presented:;
the background and technology stack overview are given in Section 3, while the
methodology and architecture are in Section 4. Then, the proposed architecture is
discussed in Section 5, while the conclusion is presented in Section 6.

2. Related work

Although using Kubernetes and containerization is not new in the HPC world,
existing solutions are mostly trying to benefit from combining Kubernetes with an
external resource and workload manager setup. In most cases, the approach works
well, but they have significant limitations due to deployment and setup complexity.

A workflow graph approach is proposed by [13] to declare and execute complex
environments onto multiple sites based on Kubernetes orchestration. The authors
offer various configurations using different setups of orchestration models and
underlying technologies. However, one of the main limitations of the proposed
architecture is its complex deployment model and significant coupling of
components, for example, in inter-container communication. Secondly, the end-user
should be aware of multiple different technologies to use it.

Authors in [14] provide a comparison and detailed description of scheduling
sub-systems in various technologies (Slurm, YARN, Mesos, Kubernetes) concerning
HPC and Big Data requirements. The study shows several aspects of different
schedulers’ overall performance and resource utilization. However, there are limited
measurements for Kubernetes, and it figures only in metadata comparison,
particularly the primary features. Besides, the work gives a good sense of the
scheduler’s performances compared against each other and in different setups.
Therefore, exploring Kubernetes (kube-scheduler) as a scheduler for the Shoc
architecture has a vital role.

Paper [15] describes different configurations of orchestration based on
Kubernetes, OpenShift, Docker Swarm and others, gives a detailed explanation of
required settings for each setup and evaluates the performance. Also, the study
demonstrates various key performance indicators of the arrangements based on
network configurations. The conclusion insight attributes the slight overhead of
Kubernetes setup due to virtualized network, which is, in fact, a trade-off between
flexibility and latency. The Shoc architecture, despite this fact, chooses flexibility to
enable highly scalable architecture and stay technology-agnostic.

The most recent research in this area [16] proposes a hybrid architecture of
Kubernetes with Terascale Open-source Resource and QUEue Manager (TORQUE)
for running and orchestration virtual HPC clusters over Kubernetes using usually the
well-known Portable Batch System (PBS) notation. The proposed approach benefits
from adding the TORQUE operator into the Kubernetes and utilizing both
technologies, although, this adds significant complexity to the deployment. In the
case of Shoc architecture, the Kubernetes-centric solution is suggested without
coupling to an external resource manager.

Most studies only declare and execute complex environments, while several
studies use different scheduling sub-systems in various technologies. The suggested
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Shoc architecture has overcome the limitations of scheduling serverless HPC
workloads on the clouds.

3. Background and technology stack overview

The Kubernetes orchestration tool is widely used to build application services for
HPC and Big Data workloads. This section gives more context to the leading parallel
programming, workload management, and container technologies used in the Shoc
architecture.

3.1. Parallel programming paradigm

In HPC, one of the most important parallel programming paradigms is MPI1 [17],
which is a standard library for distributed-memory parallelization. The OpenMPI [18]
and MPICH [19] are the traditional implementations of the MPI standard. Though
the implementations are written in C, various bindings on top of the C implementation
allow access to the MPI interface from higher-level languages such as Java or Python.
The proposed architecture is not limited to running MPI applications, but the MPI
applications (OpenMPI) as a reference are considered.

3.2. Workload management

Simple HPC workflows demand limited resources and software configurations.
Mostly, the HPC cluster is set up along with required packages, and libraries directly
run the job and collect the output. However, when resources, scalability, and
requirements are high, the demand for resource management, queuing, and workload
management arise. The workload manager in HPC systems consists of a job scheduler
and a resource manager. A resource manager allocates resources, schedules jobs, and
guarantees no interference from other user processes. A job scheduler regulates the
job priorities, enforces resource limits, and dispatches jobs.

Slurm is a well-known workload and resource management system consisting
of a set of tools for easy scheduling and distribution of computational resources
across nodes of a given HPC cluster. Slurm takes some primary responsibilities from
the end-user, such as manual queuing and dedication, and assurance of computational
resources. Slurm has advanced fault-tolerant scheduling capabilities and extensible
architecture. It also supports containers, making the execution of HPC workloads
cleaner and more manageable.

OpenPBS is another resource management solution widely used for HPC
systems. One of the most critical features of OpenPBS is scalability. Besides that,
OpenPBS is known for its policy-driver scheduling and plugin framework, extending
functionality to meet custom requirements. TORQUE [20] is an open-source
successor to OpenPBS that adds another level of fault tolerance, a more flexible
scheduling interface, and scalability.

Although these workload management solutions work for the cloud-based
clusters, they still require significant effort to customize and maintain in cloud
environments.
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3.3. Containers

Containerization creates a package consisting of the target program and its critical
dependencies. Containers run on top of Operating Systems (OS) that access a shared
OS kernel without needing for VMs.

Docker [21] is one of the most popular container technologies, a de facto
standard for containerized applications running on the cloud. While Docker fits well
for most cases due to its simplicity, popularity, and portability, there are other
essential nuances to consider while choosing between containerization software for
the HPC-specific needs. In particular, the requirement of privilege escalation remains
the most prominent issue while using Docker for HPC.

In addition, Singularity [22] is a natural choice for HPC workflows. The
Singularity may run as a regular user without privilege escalation, making it a better
choice for running 3rd party applications. Singularity is compatible with Kubernetes,
which means Kubernetes and Docker Containers can orchestrate singularity
containers.

3.4. Container orchestration and Kubernetes

Moving toward cloud infrastructure and containerization, the need to manage
thousands of containers becomes critical. It is easy to pack and run several containers
on a single machine. Still, if there is a need to manage thousands of containers on
hundreds of nodes at a scale, there should be an infrastructure for orchestration,
resource management, and scheduling.

In this regard, Kubernetes is one of the most critical technologies. Of course,
container orchestration infrastructure can be implemented not only with Kubernetes.
Alternatively, Docker Swarm, Apache Mesos, and other solutions are available for
achieving the same goal. In the Shoc architecture, the Kubernetes is demonstrated as
a reference. However, the Shoc architecture can be easily adapted to any other
container orchestration technology.

Kubernetes has rich resource management and workload scheduling
functionality. Policy-based scheduling and declarative resource requirements allow
building a serverless HPC solution to run HPC workloads over Kubernetes. On the
other hand, Kubernetes supports several container runtime environments other than
Docker. Therefore, it could be easily implemented to orchestrate Singularity-based
containers, more common in the HPC world.

4. Methodology

Although a classical architecture of HPC systems based on OpenPBS, TORQUE, or
Slurm as a resource manager works for many cases, there is still a big disconnect
between HPC and Cloud systems. The proposed methodology of addressing the issue
defines its scopes as follows:

¢ Reduce the complexity of an HPC deployment;

e Solve maintainability and scalability problems by reducing hardware
coupling;
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e Achieve a simple and seamless end-user experience working with the HPC
system;

¢ Provide a ready-to-go solution for both public and private cloud providers,

¢ Enable support of auto-scaling out-of-box;

¢ Reduce coupling with an actual technology stack (OpenMPI, Spark, etc.);

o Enable serverless interface for HPC workload scheduling.

While targets are highlighted, it’s important to define areas that are out of scope
for this research:

e Integration with a third-party resource and workload managers as Slurm,
OpenPBS;

¢ Introduce advanced scheduling capabilities that are not supported by
Kubernetes but are supported by Slurm or OpenPBS;

e Provide further performance, memory, or energy optimization for MPI or
other HPC workloads.

The section presents the overall methodology used to achieve the highlighted
goals.

4.1. Scheduling and resource management

First, Shoc takes Slurm or OpenPBS out of the execution cycle. Hence, scheduling
and resource management responsibilities lie on Kubernetes. It relies on kube-
scheduler [23], which is part of the Kubernetes Control Plane. While most available
scheduling features are supported by kube-scheduler, it is evident [24] that kube-
scheduler wouldn’t have all the Slurm scheduling capabilities. Nevertheless, most of
them can be added with the Kubernetes plugin system. And, of course, using
Kubernetes means also relying on it for resource management. Let us consider three
main types of resources that could be allocated for the HPC workload using
Kubernetes: CPU, Memory, and GPU. Another advantage of using Kubernetes as a
resource manager is very granular control over-allocated resources. This enables
capabilities such as topology-aware scheduling, which is critical for HPC. This way,
Kubernetes can allocate resources on the same node or, if required, on multiple
topologically co-located nodes or satisfy other requirements defined by a specific

policy.
4.2. Containerization

The Shoc architecture can use any technology compatible with Kubernetes. However,
for practical reasons, Shoc uses Docker and Singularity as the primary container
runtimes for the Shoc architecture. One of the most critical advantages of Shoc
architecture is that the end-user is unaware of any containers, pods, and other
infrastructure-level complexities. To achieve this, Shoc provides back-end services
that containerize target programs. In this case, the end-user submits an executable to
the Shoc system, and a particular back-end service containerizes the given executable
along with its dependencies. This level of abstraction allows containerization of any
workload with the Container runtime of choice. Thus, whether it is an OpenMPI
executable with dependencies or a Java-based Spark application, it gets containerized
the same way. The container image of the workload is then pushed into a unique
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registry for further reference. This containerization method is used as a foundation of
well-known serverless systems (function-as-a-service, etc.).

4.3. Virtual clustering

In traditional HPC systems, a workload is executed over a cluster managed by the
workload and resource managers. In this bare-metal provisioning, the cluster is a set
of interconnected physical or virtual nodes, and its resources are shared between all
workloads running on the system. The Shoc architecture offers another clustering
approach, which is, in essence, another layer of virtualization to run pods (with
containers inside) as a virtual cluster. So, every workload in Shoc forms a virtual
cluster of pods over a Kubernetes instance. The approach, along with resource
management and scheduling capabilities, allocates or requests a certain number of
resources for a single workload considering policies such as topology-awareness
costs or rate limits. Nodes in the pods are allocated across the nodes in a Kubernetes
cluster. Moreover, this allows workloads to run not over a single Kubernetes cluster
but multiple. To achieve this, the Shoc back-end service maintains a set of Kubernetes
cluster references and submitting another workload can be further load-balanced or
allocated regarding regional considerations, general availability, redundancy, and
underlying container runtime.

4.4, Auto-scaling

So far, the paper describes a methodology of running virtu-ally clustered workload
over a Kubernetes instance. Then, as part of the methodology, it states that the Shoc
system is backed by more than one Kubernetes instance, enabling manual scaling.
There are, however, other aspects of scaling that Shoc architecture enables. Of course,
every underlying Kubernetes instance can be scaled manually by adding new nodes
to the kube cluster. Still, there is another feature for Kubernetes which can play a
critical role in such an HPC ecosystem. The kube-autoscaler feature allows the
Kubernetes cluster to instantiate and join a node on demand, enabling Shoc to support
massive scale infrastructures. This way, if Shoc is given several Kubernetes cluster
references managed by various Cloud providers (public or private), it will be ready
to scale up or down based on the actual resource usage. This makes Shoc a serverless
system, as underlying resources are allocated and de-allocated without the
involvement of the Shoc system or a human operation.

5. Shoc architecture

The Shoc architecture comprises micro-services, which deploy within the Kubernetes
cluster, hosted by any public or private cloud environment. The same Kubernetes
cluster can execute requested HPC workloads. However, any number of clusters will
then be connected to the system for a broader resource spectrum. Figure 1 shows the
essential components of the architecture, including the end-user side, container
registry, container engine, builder, executor, and Kubernetes auto-scaling.
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Fig. 1. The overview of Shoc architecture.

5.1. The end user’s side

The end-user is unaware of containerization and container orchestration technologies,
even though Shoc relies on technologies like Docker and Kubernetes. Consequently,
there is no need to install any piece of software on the end-user side, besides a
command-line application capable of controlling the whole workflow on the local
machine shocctl. As an alternative solution for the end-user, a web-based client
application can be a great replacement to avoid installing software on a machine. The
command-line or web-based interface on the end-users side only communicates with
the back-end system using REST-full API calls, which means the process can be
automated further by introducing more clients such as shell scripts.

The end-user application collects the necessary HPC executable, dependencies,
and input files and then sends those over to the back-end for further processing.

5.2. The container registry and the engine

As the end-user only deals with HPC executable files and relies on containerization
to place the workload in the system, the solution needs a centralized registry to store
all the containers built for every revision of the workloads. This registry component
is naturally designed as a micro-service wrapping a private Docker Registry to store
all the images built. Docker Registry exposes a set of unique REST-full endpoints so
that the Container Engine and the Kubernetes can push and pull images over HTTP.

The Shoc system turns raw executable files and libraries into containers. For
this purpose, a container engine builds images based on Dockerfile or similar
instruction files, then pushes the created image into the container registry. Choosing
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Docker as a primary container engine, the Docker-in-Docker will be used as an
approach to building out the micro-service that exposes required endpoints for
container manipulations (building images, placing them into the registry, etc.).

5.3. The builder and executor

Another central service in the Shoc system is the builder generating a Dockerfile or
alternative recipe for the given HPC package. This service is the leading
virtualization point responsible for analysing the HPC job’s nature and generating the
required instructions to build the final container image. Building a container image
for a compute-intensive MPI-based HPC workload significantly differs from building
an image for a data-intensive Spark-based application. Thus, this tier will unify all
the supported HPC workload types and make them available for execution.

The workload is available for execution after the builder finishes building a
ready-to-execute container image. The next micro-service handles the process of
actual execution (workload placement) in the pipeline called an executor. This service
is responsible for placing a user cluster for running the actual job. Running a
workload, the system needs to account for several important aspects: required
resources, priorities, virtual node topology, and output collection methods.
Mentioned aspects are given as particular arguments to the APl exposed by the
service. Every workload is submitted as a virtual cluster to one of the well-known
Kubernetes instances. The virtual cluster is modelled then as a StatefulSet or
Deployment relying on workload image. All the resource and other requirements
(including topological and other policies) are evaluated against referenced
Kubernetes instances and then submitted to the best fitting instance. Of course, this
may lead to queuing jobs inside Kubernetes as requested resources may not be
available at the time. In this case, the system relies on kube-scheduler for
prioritization and Deployment/StatefulSet placement.

5.4. The Kubernetes auto-scaling

While Shoc may refer to several Kubernetes instances for scaling purposes, finite
resources can still be a limitation. For this case, it relies on an out-of-box solution for
Kubernetes auto-scaling. With Kubernetes Cluster Auto-Scaler integrated into the
instance, the cluster may utilize the cloud provider’s API to dedicate more resources.
Most well-known global cloud providers such as Amazon AWS, Azure, Google
Cloud Engine, Google Kubernetes Engine, OpensStack, etc. are supported out-of-box.

5.5. The communication models

As the main components are defined, it is essential to describe the communication
model. Naturally, the software on the end-user’s side (shocctl, web-based interface)
communicates with the Shoc system over a unique APl exposed by Shoc.
Functionality that should be exposed to the end-user in Shoc is exposed with a set of
REST-full APIs. Internal communication between different components such as
builder and container engine or executor and Kubernetes instance is done over APIs
exposed by third-party software (Docker Engine, Kubernetes).
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6. Conclusion

The article presents the architecture of the Shoc system. Shoc architecture aims to
advance seamless cloud infrastructure usage for running HPC workloads by
benefiting from modern cloud technologies. It adds serverless experience to the end-
user and takes out the complexity of deploying HPC infrastructures. The proposed
methodology expands existing high-performance computing technologies with
containerization enabling seamless scaling, deployment, and clustering capabilities.

The further implementation and the experiments will rely on the computational
and storage resources of the Armenian research cloud infrastructure [25]. The multi-
agent algorithms and systems will be developed in Shoc to process the images
received from the self-organized swarm of unmanned aerial vehicles.
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